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BBEOEHNE

TexHonoruu B uenom n NT-texHonorun ana B2B passusalotcs B BMae 00MbLUMX BOSH. [1eBAHOCTbIE
rogbl NPoLWM Nod 3HAaKoOM MePCOHaNbHOM0 KoMMbOTEPa, codTa 1 onepaumoHHbiX cuctem ons PC.
[ByxTbICAYHbIE ObITN BpEeMEHEM, KOoraa KopropaLummn NoBCEMECTHO BHeOPAIN MHTEPHET U MOHOMNUTHbIE
nnatdopmMbl. B gecaTtbix rogax KoMmnaHum murpruposanin B obnako. Kaxxgasa 13 BosiH NoSIHOCTbIO
nepectpauBana NT-naHgwadrt.

Mbl Kak 0fiHa 13 KIIoYeBbIX BUrTex-komnaHui B Poccum Buamm, 4To MIM-areHTol yxxe

I ce celyac paguKanbHO MeHSOT NoaxXoM, K ynpaBfieHunto 61U3HecoM, KIMEHTCKUM CEPBUCOM
1 pa3BUTMEM LNGDPOBbLIX MPOAYKTOB — OT aBTOHOMHOWN 06paboTKM PyTUHHbBIX 3a4a4 00
NOAOEPXKKMN CMOXHbIX YNPaBeHYeCKUX peLleHnii B peanbHoM BpemeHu. Mbl cosgaem
BeOyLLMe TEXHOMNOru: passrBaeM obrako, CTpouM nnaThopMbl U gaTa-nnaThopmbl,
BbIMyCKaeM MHCTPYMEHTbI O4719 pa3paboTymkoBs, 4Tobbl M-areHTbl MOXHO bbifio BCTpa-
nBaTb HaNpPsAMYyto B BU3Hec-npouecchl U MaclTabrnpoBaTb Ux 3bdEKT Ha BCIO SKOHOMMKY.

Masen BopoHuH
MeHepanbHbI anpekTop MWS, nepBbii BULe-npe3vaeHT no T MTC

B 2025 roay Mbl Habnogaem, Kak HoBasi TEXHOMOrM4Yeckas BofiHa — UCKYCCTBEHHbIN MHTENNEeKT —
cTpeMuTenbHo popmMupyeT HoBbli UT-nanawadT. Npu aToM obnaka NpooonkatT PacTu, KONNYECTBO
koMnaHuii B Poccum, obnaparowmx oobemom gaHHbiX 6onee 1 MNetabainTa, Bbipocno ¢ 10 oo 29 Bcero
3a oQVH rog,

BHeppeHune N B TedeHne cnegyowmnx 5 net nopogut HoByto U T-apxutekTypy, roe Al,

I ce nnatdopmMbl 1 06/1ako 0b6pas3yloT eAnHbIN CTEK TExXHoNorui. Ha 6ase atoro cteka byoyT
cospaBaTtbcs areHTbl UM — uudposble coTpygHUKN. MpoayKToBOW LIeHHOCTbo OyaeT
He codT, KaK MHCTPYMEHT, @ caM pe3ynbTaT BbiNofHeHUs busHec-3agadn. Monb3oBaTtenu
codTa NpeBpaTATCS U3 UCNOMHUTENEN 3a4a4M B PyKOBOOUTENEN areHToB. 3TO
chopMUpyeT COBEPLLUEHHO HOBYH TEXHOMNOMMYECKY 3KOHOMMUKY.

A Nropb 3apybunHckuin
¢ VcnonHutenbHbln anpektop MWS, CEO MWS Cloud

CospaHue nobon TEXHONOrMn HaunMHaeTCs C KMeHTa. VIMEHHO Haly KNWEeHTbl FOBOPSIT HaM,

KaKoW NpoayKT UM HY>EH, YKa3blBatoT HaM Ha HEQOCTaTKU 1 TpebytoT ynyylieHunin. Mbl 6eckoHeqHo
GnaropapHbl KNMEHTaM 3a 3Ty 06paTHYo CBs3b. Mbl BEpUM, YTO TONMbKO rNybokoe 3HaHWe 3agaY
KIMeHTa poXgaeT Bennkume TexHonorun. B atom rogy mbl pewmnnu cokycupoBaTtbes

Ha TPeX TEXHONOMMYeCcKnx 0bnacTtsax, Kotopble B Poccumn meHsitoTes Hanbonee AMHaMmUYHo.

3710 obnaka, NCKYCCTBEHHbIN MHTENNEKT N KnbepbeszonacHocTk. MiccnenoBaHme NOCTPOEHO

Ha base oTBeToB npeacrtaBuTenen 700 poccnncknx komnaHum. Ml o4eHb bnarogapHbl y4acTHMKaM
3a T0, Y4TO YAENUAN HaM BpeMs U NPedoCTaBUIM OTBEThI.

nccrnenoBaHus U BblKNafblBaeM UCCnefoBaHMe B OTKPbITOM gocTyne. Mbl HageeMmcs,
4YTO MCCnegoBaHVe NOMOXET BaM B Ballein 04eHb HEMPOCTOM 1 O4eHb HY>KHOW paboTe.
Cnacunbo 3a 10, 4TO Bbl genaete!

I e B MWS wmbl cnenyem OTKpbITOMY noaxony, Nn03ToMy Oenmmca C BaMun pedybrataMin

OaHunna Eropos
OupekTop no busHec-ctpaTternn MWS Cloud

e

BBopgHas YacTb. BeegeHne



TAKCOHOMWA

OcHoBoli nogxopna, NPMMEHSEMOro B UCCNEQOBaHW, cTana cTpykTypa UT-pbiHka, Bnepsble chop-
MunpoBaHHas B uccnegoBaHum «lepcnektmebl UT-pbiHka». CornacHo TakcoHoMmun MWS, BeCb pbIHOK
cermeHTupoBaH Ha 3 BepTukanu: (1) Software (MporpammHoe obecneyeHme), (2) Hardware (Anna-
paTHoe obecneyeHme), (3) IT-Services (UT-ycnyrun). Kaxxgaa 13 BepTrkanein oeKomMno3nposaHa

Ha COCTaBHbIE 3/1EMEHTbI 1 BKHOYaET PELLUEHUS MO KaXaoMy 13 3 OCHOBHbIX TEXHONOMMYECKMX
HanpasneHui: obnaka, kKnbepbesonacHOCTb U UCKYCCTBEHHbIN UHTENMEKT.

3a nepuog c 2019 no 2024 ropbl Aons poccuinckoro UT-pbiHka B MMpoBOM bbinia ctabunbHa 1 cocTaB-
nana ot 1,1 no 1,3%. Tem He MeHee npopomkatowwasncs undposas TpaHchopMaLmUs KNKYEBbIX OTpacnen
3KOHOMMKM crocobeTByeT pocTy npoHnkHoBeHus UT B BBI cTpaHbl. B nepropg c 2023 no 2024 rogy
npupocT cocTtasmn 0,27 M.n., 4TO BbllLE aHaNorM4yHoro nokasatens oas opyrux cCTpaH.

Temnbl pocTta poccuinckoro UT-peiHka B 2019-2024 rogax conocTtaBUMbl C MUPOBBIMUM NoKasaTensmMu.
OpHako CTpyKTypa 3aTpaT cylecTBeHHOo oTnndaeTcs. B Poccumn TpagmunoHHo Habntogaetcs 6onee
HW3Kasa nonsa BepTukanu Hardware — Bo MHOrom BcrieacTeue reorpaduyeckoi 1 Nnpon3BoACTBEHHOM
cneuyanmsaumm Opyrux cTpaH Ha BbllMyCKe BblICOKOTEXHOMOMMYHbBIX KOMMOHEHTOB, a TakXe Bo3pac-
TaloLLen ponm NporpamMMHbIX pelleHnii. [lononHUTeNnbHO Ha AMHaMnKy BepTukanu Hardware Bnusiet
npoAomKaoWwmincs nepexop, busHeca Ha obnayvHble Mogenn NnoTpebneHns, KOTopPbIA CHUXaeT
NoTPebHOCTb B 3aKynKe COBCTBEHHbIX BbIHMCNUTENBHBIX MOLLHOCTEN. PacluMpeHne 1 noBblleHne
abdeKTMBHOCTM 06NaYHbIX peLleHn CTUMYNUPYIOT 3TOT TPEHA, CNocobCcTByA oNnTUMM3auunm
KanuTanbHbIX 3aTpaT KOHEYHbIX NoTpebuTene.

BepTukanb Software npeMoHCTpUpyeT ycTon4mMBbI POCT — Kak B Poccun,

I ce Tak 1 Ha rmobanbHoM pbiHke. CpeaHerofoBolr NPUPOCT JoNn 3Toro cermeHTa B UT-pbiHke
OLEeHMBaeTCs Ha ypoBHe okono 2% B TedeHne 2019-2024 ropos. OCHOBHbIM paiBepom
BbICTynaeT nepexop, busHeca Ha nognunco4Hble Mopenu, kotopble aenatot [0 6onee
OOCTYMHbIM A1 KOMMaHUIM pa3Hblx MacliTaboB 1 cHUaT bapbepbl Ans anpobaumm
HOBBbIX TEXHOSIOMMYECKUX PELLEHUI.

Masen BopoHuH
MeHepanbHbIN grpekTop MWS, nepBbi BuLe-npe3ngeHT no T MTC

CermeHT UT-ycnyr (IT-Services) noka3biBaeT HaVMeEHbLUME TEMIbI POCTa CPEOM TPEX KITHOYEBBIX
BepTMKanen. Ha guHaMuky 3Toro HanpasfeHns BIUSIOT MaKPO3KOHOMUYEeCcKas HeCTabubHOCTb,
HaCbILEHHOCTb OTAENbHbIX PbIHKOB, @ TaKXXe CABUI B CTOPOHY no-code n low-code peleHni,
YaCTUYHO BbITECHSAIOLUX TPAANLMOHHbIE YyCNyru. BMmecTe ¢ TemM oXunpgaeTcs, 4To pocT Yncna
Kknbepyrpos 1 akTMBHOE pa3BUTUE NPOOYKTOB Ha Ha3de MCKYCCTBEHHOMO MHTENNEKTa MOMyT
nogaepxatb cnpoc Ha NT-ycnyru B KpaTKOCPOYHOW NEPCreKTUBE.

OTpenbHOro BHMMaHus 3aciyyuBaeT 0bnayHbI pbiHOK: oxxunpaeTcs, 4to k 2030 rogy pons
DaHHOro pbiHoKa oT Bcero NT-pbiHka Poccun pocturHeT 6%. Boicokme cpegHerogoBbie TeMMbI
pocTa B AeHeXHoM BbipaxkeHuu (32% 3a nepuopg, 2021-2024 rogos) co3aatoT NPeAnoCchIniKn

015 3aMEeTHOro Pa3BUTUS PbiHKa B cpegHecpoYHol nepcnekTmee. ObnayHble pelleHns CTaHoBATCA
OOHMM 13 KITHOYEBBIX 3NIEMEHTOB CTpaTernv udposon TpaHchopmaumm busHeca B Poccun,
obecneynBas rMbKOCTb U CHUXEHWE MHDPACTPYKTYPHbIX 3aTparT.

BBopHas yacTb. TakcoHoMuUA


https://mws.ru/research/it-market-perspectives/?ysclid=m9ms9u2x9h145990654

CTtpykTypa poccumnckoro NT-pbiHKa

2023 2024
Pasmep pbiHka PP, mnppg py6. 2702 3302
Hardware, mnpp, py6. 725 842
Software, mnppg py6. 1063 1404
IT-Services, mnpp, pyb. 913 1056
Hardware, % 27% 25%
Software, % 39% 43%
IT-Services, % 34% 32%

HOons obna4yHoro cermeHTa B poccumickom UT-pbiHKe
3a2023-2030 rT.

2023 2024

Oonga Cloud B UT-pbiHke PP 4.4% 51%

Ocobblli NHTEPEC B pa3BnTUK 0bnavHbIX peLleHnii NpeacTaBnsaoT nogcermeHTol laaS / Paas. OHn
cocTaBnsaloT nopsiaka 65% OT BCero pbiHka 00nayHbIX PeLLEHNI 1 SBNAIOTCS ApaliBepaMiy pa3BuTus
nHaycTpumn. PocT cnpoca obecnevmBaeTcs He TOMbKO NOBbILEHMEM BOCTPEOOBaHHOCTN KNacCUYecKmx
pELUEHMIA, HO N Pa3BUTUEM TEXHOMOMMIA UCKYCCTBEHHOMO UHTENNEKTa.

NMpoHukHoBeHUE poccnmnckoro NT-pbiHKa B 3BKOHOMUKY CTPaHbl

2,2% 3,196
Hona UT —> Oona UT
B BBl P® 2025 B BBl P® 2030

BBopHas yacTb. TakcoHoMuUA



MopcermeHT laaS / PaaS xapakTepnayeTcs ogHUM N3 Hanboree BbICOKMX TEMIMOB POCTa B CTPYKTYPe
poccuiickoro UT-pbiHka. B 2021-2024 rogax cpegHerogoBon NpupocT cocTtaBui okoro 30%, 4To
yKasblBaeT Ha CTPEMUTENBbHOE pacnpocTpaHeHne 0bnavyHbIX TEXHONOMMIA B KOPNOPaTUBHOM CEKTOpE.
Tem He MeHee, TeMnbl pocTa laaS / PaaS neMoHCTpUpYOT NocTeNeHHoe 3aMeaneHmne, oTpaxatoLlee
NnoBblLEHWE 3penocTu pbiHka: B 2024 rogy NponsoLusio yBennveHme ob6beMoB Ha 32% B cpaBHEHUN
C NpegbioyLLM rogom.

MoppobHee o cTpykType NT-pbiHKa B uccnepnoeaHun «Mepcnektusbl UT-pbiHKa.

O6bem obnayHoro cermeHTa B poccumnckom UT-pbiHke

O6beM pbiHKa yKkasaH B Mnpg, pyo.

2020 2021 2022 2023 2024

l 13 HecMoTps Ha NporHo3npyemMblil pocT Bcex HanpaeneHuin MT-pbiHKa B CpegHEeCpPOYHOM
nepcrneKkTBe, CErogHs Mbl HabtogaeM Ka4eCTBEHHOE N3MEHEHUNE Er0 CTPYKTYPbI
B CTOpPOHY pocTa Software. OxkmMpgaemMbili cpegHerofoBoi TeMn NpUpPocTa NPorpaMMHOro
obecneyeHuns B nepmop, 2023-2030 rr coctaBnseT 20,6% B rof, Npy NPorHo3npyemMom
npupocTe UT-pbiHka Ha 17,4% B rof, 4To oTpaykaeT nepexop busHeca k 6onee rubkmm
1 3KOHOMUYHbIM MofenaM noTpebneHus. Yekopsaiowancs undbpoBmn3aumns KIoyeBbIX
oTpacnel cosgaeT pyHAaMeHT Anaa ycTondmsoro pocta gonv UT B 3KoOHOMUKE CTpaHbl.
B Halle cTpaTernyeckoe BuaeHue Mbl 3aknafblBaeM NoHUMaHue, 4To "codT ecT UT-pbIHOK".

Nropb 3apybunHckuin
McnonHutenbHbln anpektop MWS, CEO MWS Cloud
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METOOONOIMNA

[aHHoe nccnepoBaHve ABRSETCS NOrMYeCckMM NPoAoXeHMEM NpeablayLero uccnenoBaHus
«MepcnekTnebl UT-pblHKa» 1 GOKYCHMPYETCA Ha OLIEHKE CUTYyaLmn COo CTOPOHbLI cnpoca. Ero peaynesraTsl
6ynyT ocobeHHO none3Hbl KOMMaHUAM, OPUEHTMPOBAHHbLIM Ha NoBbILeHMe 3hdEKTVBHOCTH 3a cHeT
BHeapeHus LdpoBbIX TEXHOMOM NN, B YACTHOCTU, KOMaHAaM aHanuTuKKW, Npoaax, NpoayKToBoro
MeHeOKMEeHTa, CTPaTErMmn N MapKETUHra, a TakXKe PYKOBOAUTENSIM, MPUHMMAIOLLMM KITHoYeBble

peLleHms.

OcHoBOW nccnepoBaHUsa 9BNAETCA aHKETHbIN
onpoc npepcTtaButenei bonee 4em 700 poc-
CUNCKMX KOMMNaHW. [N paclumpeHmns NoHn-
MaHWsi OTAENbHbIX aCMNEKTOB MCCeA0oBaHWA
OOMONHUTENBHO GbINY NPOBeQEeHbl IMyOuHHbIE
WHTEPBbIO C YaCTblO PECMOHAEHTOB.

B BbIGOPKY BOLLN UCKTIOYUTENIBHO KOMMaHUW,
KOTOpble NOATBEPOUNN HanM4ne 6I0>KeTOB

Ha 3aKynKy, pasBUTUE U UCMONb30BaHWe

B OMepaunoHHON OeATeNnbHOCTU XOTa O6bl 0gHOM
N3 Tpex TEXHONOri: 061aYHbIX peLleHni,
Knbepbe3onacHOCTM U UCKYCCTBEHHOIO
NHTENneKTa.

PecnoHpeHTbl nccnegoBaHusa cbanaHCUpPOBaHHO
NPencTaBnaIOT pas3fiMyHble CEFMeHTbI b13Heca.
MonoBvHy BbIBOPKN COCTABMAT MUKPO-

1 Marnble kKomnaHum, octaBwmneca 50% — npef-
CTaBUTENM CPEOHErO, KPYMHOIO U KPYMHENLWEero
ObusHeca, Npu4eM 3T1 40NN pacrnpeneneHbi
paBHOMEpPHO.

CTpyKTypa pecnoHOeHToB
no cermeHTam bnsHeca

Paamep BbIpy4Ku, pyob.

@ KpynHeiwnii 6usrec (> 15 Mnpm)

@ KpynHbiii 6usHec (2 - 15 Mnpa)

@ Cpennnii 6usnec (800 MrH - 2 Mnpa)

Mwuikpo 1 manbiii 6uaHec (<800 MnH)

CTpyKTypa pecnoHAEHTOB MO MHAYCTPUAM

4% 3%
5%

6%
6%

6%

D
a
v

ot

@ nMpombilneHHoCTs

@ Pureiin

@ HepByxMMOCTb 1 CTPONTENBCTBO

@ TpaHcnopT 1 norucTuka
®PUHaHCBI 1 CTpaxoBaHne

Pasenevenuns n megna

3papaBooxpaHeHe
MpodeccroHanbHble ycnyru
HoReCa

Hayka 1 o6pasoBaHue

Oobbiva n nepepaboTka
NONEe3HbIX UCKOMaeMbix

Mpoyee

BonbLUMHCTBO KOMMNaHUIN-PECNOHAEHTOB pacnono)xeHbl B MockBe 1 MockoBcko obnacTu, ogHaKo
CBbILLE TPETW ONPOLUEHHbIX MPEACTaBNEHbl PEFMOHaNbHbIM B3HecoM, 4To obecneynBaeT LNPOKUIA
reorpaduyeckuii oxear. o YMCNEHHOCTN NepcoHana Bblbopka Takxke pa3HoobpasHa: 26% KoMnaHui
OTHOCATCH K Manomy busHecy ¢ YncneHHocTbio MeHee 100 coTpyaHUKOB, fons KpynHbix (011000

00 4 999 coTpyoHMKOB) 1 KpynHenwmnx komnanuin (ot 5 000 o 9 999 coTpyaHMKoB) cocTaBnseT

13% 1 17% cooTBETCTBEHHO.

BBopHas yactb. MeToponorus
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CTpyKTypa pecrnoHgeHTOB
Nno rnmaBHOMY 0pUCY KOMMaHUN

CTpyKTypa pecnoHOeHToB
Mo YUCJIEHHOCTU COTPYA[HUNKOB

@ Mocksau MO
@ CankT-Metepbypr n 10

PervoHbl

Onpoc NPOBOAWIICS CPEAN CMELNANMCTOB,
KOMMETEHTHbIX B BONPOCaXx Pa3BuTus UndpoBbIX
peweHnin. OTbop CoOTPyaHMKOB Pa3HbIX YPOBHEN
obycnoBneH nHgycTpuen n npodunem geaTtesnb-
HOCTW: OpraHn3auns NpoueccoB undpoBon
TpaHchopMaL M B KOMMAHUSIX CUNIbHO 3aBUCUT
OT UX OTPacneBol cneundukn u BHyTPEHHNX
busHec-npoueccos. bonee NoNoBMHbI y4acTHU-
KOB MPefcTaBnsAoT BbICLUNA MEHELOXKMEHT, YTO
NogYepPKUBaET BbICOKUIN YPOBEHb 3KCNEPTUIbI
npepcTaBUTENEN KOMNaHWi N3 BblIOOPKN.

Taknm obpasom, CTPpyKTypa Bblbopkun obecneydn-
BaeT PeNpPe3eHTaTUBHOCTb A9 BCEX KOMMNaHWM
Poccun, yxke BHEOPSIOLNX MU UCMONb3YOLWNX
paccmaTtprBaeMble TEXHOMOrMK. Bbicokuin
YPOBEHb KOMMETEHUUIN PeCNOHOEHTOB rapaH-
TUPYET [OCTOBEPHOCTb COBPaHHbIX JAaHHbIX

1 No3BONSAET AenaTb 060CHOBaHHbIE BbIBOAbI

O TEKYLLEM U NOTEHLMANbHOM CNpoce

Ha obnayvHble PeLIeHNs], TEXHONOM K
Knbepbe30nacHOCTM U UCKYCCTBEHHbIN
WHTENNEKT B POCCUINCKOM BU3Hece.

@ 5000-9999

@ 1000-4999

@ 500-999

@® 100-499

® 50-99
10 - 49

<10

CTpyKTypa pecnoHOeHToB
Mo AO/MKHOCTU COTPYAHUKA,
npoxoguBLLEro onpoc

%
6%

@ [OvpekTop / PykosoauTens (UT)

@ [OuvpexTop / PykosoauTens (6U3Hec)
@ WMenemxep (UT)
@ Creuvanvict / AnanuTuk (UT)
@ Menenxep (6uzHec)
CneuwnanucTt / AHanuTuk (busHec)

[pyroe (6busHec)

BBopHas yactb. MeToponorus
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MTC WEB SERVICES

Burrex-komnaHusa, npegocTtaBnsaiowas obnavHble n Al-cepBucbl
n nnatdopMeHHbIE PELLEHNS Nog, pa3Hble 3agayn busHeca:

OoT paboTbl C AaHHbIMU A0 pa3paboTKn NPOoAYKTOB

M oNTUMU3aunn nNpoLeccos

15

30H JOCTYMNHOCTMN
Ha 6aze IO
ypoBHs Tier llI

N21

B pelTuHre laaS
Enterprise 2024

15 MmnH

3KOCUCTEMHbIX
rnonb3oBaTenen

~ 280 000

KUNTOMETPOB COBCTBEHHbIX
KaHalloB CBA3U

TOIl-5

PYCCKONA3bIYHbIX
NN-peLueHnin
no oueHke Mera

N2 1

B pENTUHre
GPU CLOUD

[Moooepy>kka
cCTaHOapToB

Y3-1,TNC K],
152-P3, PCI DSS,
OCT P 57580

Ton-3

beHumapka NIST
Mo Ka4yecTBy anropuTMOB
pacno3HaBaHUs NnuLy

N2 1

LLM no To4yHOCTU
KoguHra B Poccun

BBopgHas yactb. MTS Web Services
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KNMKOYEBbIE KOMIETEHUWW MWS

CepBucChbl
0,a paspaboTkm

* VIMNopTOHE3aBUCUMbIN CTEK TEXHOMOMNI

» Bbonee 30 nnatdopm, yCKOPSIHOLLNX
pa3paboTky B KpynHom busHece

» KomaHpa pa3paboTky MMpOBOro ypoBHSA
(10 000 yenoeek)

BbunaHec-npunoyxkeHms

» PaspaboTtanu no-code pelueHne
0N ynpaBneHns npoekTamm
1 COBMECTHOM paboThl

» ObycTtponnm 100+ Tbic. pabo4mx mecT
015 KpynHenwero busHeca B cTpaHe:
noyta, MecceHpxepbl, AKC, BKC

» 3awmwéHHaa nHdpacTpykTypa
ona ERP-cuctem

NcKyCcCcTBEHHDBIN
NHTENNEKT

CobcTBeHHaa bonbluas a3blKoBas
mogenb (LLM) ana 6usHeca

Bownwn B Mmnposow Ton-3
no N-texHonorum pacnosHasaHus nuL,

Co3pganu ny4dlnin cepBuUc CUHTE3a
N pacno3HaBaHusa peyn

CunbHenwasa koMmaHpa B Pd:
6onee 800 cneunanucTos no N

YnpasneHmne
OaHHbIMIN

Pewenna gna XpaHeHna
MPOMbILLNEHHbIX obbEmoB OaHHbIX

Mnepmacilutabrpyemble on-prem
XpaHUImLLa faHHbIX

Al-MHCTPYMEHTbI B A@aHHbIX

Jlyqwan koMaHaa gata-uHXeHepoB
B Poccun: 700 cneymnanmncrtoB

ObnadyHaa nHppacTpyKTypa

» CobcTBeHHas obnayHada nnaTtdopmMa YpoBHA MUPOBOIo rmnepckennepa

* N-obnako n cynepkomMnbloTepR

* [onNHOCTBIO UMMNOPTO3aMeLLEHHOE 06ako

» CobcTBeEHHbIE on-prem-nnatdopmbl Ana co3gaHnsa rmbpuaHbIX obnakos

» KomnnekcHble npoekTbl KnbepsawmTa MHGpacTpyKTypbl N0 MEXOyHapoaHbIM CTaHAapTam

* CunbHenwas komaHga nHxeHepos: 500 cneunanucToB

BBopgHas yactb. MTS Web Services



TEXHOJ1OI'MHECKUNE
CTPATETI N BUSHECA




NT-BIOO>KETDI

B 2024 r. paamep UT-6rompkeTa poccUMNCKUX KOMMNaHUI cocTaBun B cpegHeM 2-3% oT rogoBoi
BbIPY4KM, HTO COMOCTaBMMO C MUPOBOI MPaKTUKON: Tak, COrnacHo nccnegosanuo Gartner, B 2024 rogy
MepgmaHHoe 3HayYeHne UT-pacxogoB dmpM no BceMy MyUpy paBHsANoch 3,1% oT Bblpyykn. B abcontoTHoOM
BblpaXkeHnn y 6osnblumHcTBa (>65%) ONpOoLLEHHbBIX POCCUCKMX KOMMaHWi rogosoi UT-6ropxeT

He npesbiwaeT 100 MnH py6. n nuwb y 14% dupm oH npesbiwaeT 1 Mipa pyo6.

Hanbonbwmnm NT-6rooxxeT B 4 nHgyctpuax: UT,
pUHaHCbI 1 cTpaxoBaHme, 0obbl4a 1 NnepepaboTka
NOMe3HbIX MICKOMaeMbIX, Ppa3BnevyeHmns u megma

UT-6o00)KeTbl peCNoHOEHTOB N0 MHAYCTPUAM

<10 10 -100 100 - 500 MITH 1-5 >5
MITH MITH MJTH mnpa mnpg mnpg
nT

24% 28% 13% 13% 1% 10%
Poance crpaxosanme -~ =
[ob6blya 1 nepepaboTka NonesHbIx
MCKoMaembix Sepie 2%

PasBnevyeHusa n megua 22% 25%

3ppaBooxpaHeHne 33% 39%

N
MpodeccroHanbHble yenyru 53% 25%
HoReCa 43% 30% 13%
Hayka n obpa3oBaHve 37% 27%
PuTteiin 54%

HepsmxnmocTb 54%

TpaHcnopT 1 nornucTuka 45%

CoxpaHsieTcs BbICOKNI ypoBeHb anddepeHumnaumm pacnpepenerdms NT-6100)keToB B 3aBUCUMOCTHU
OT OTpacneBoOl NPMHAOJIEXXHOCTU U pa3mepa koMnaHuu. Hanbonblne NT-3aTpaTbl NpuxogsaTcs

Ha koMnaHun U T-pbIHKa, YbM NPOOYKTbl IPEVMYLLECTBEHHO OCHOBaHbI Ha LIMGPOBBIX PELLEHUSIX,

a TakXke Ha KpynHenwme pupmbl N3 TPAAULNOHHbBIX A5 S3KOHOMUKN oTpacnel (NPOoMbILLIEHHOCTb,
006bl4a NoNe3HbIX MCKOMAaeMbIX), KOTOPbIE Tak)Ke aKTUBHO MHBECTUPYIOT B UHCTPYMEHTLI 15
aBTOMaTM3aunmM NPON3BOACTBEHHbBIX MPOLECCOB 1 NOBbIWeHWA 3hHEKTUBHOCTU.

1 TexHonoru4veckue ctpateruvm 6usHeca. UT-6ropxeTbl
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Oxxupaemo, 4To B HanbonbLuel cteneHn pasmep NT-6logykeTa cBA3aH C pasmMepoM BblpyYKU:

01151 NofaBnsoLLero Yucna komnanuin (>68%) mukpo 1 manoro 6usHeca (Bbipydka <800 miH pyb.)
NT-6topykeT He npeBbiwaeT 10 MiH pyb., Torga Kak y KpynHenwmx ¢upm c Bbipy4dkon >15 mnpg, pyb.
HabnogaeTca 3HaYMTENbHO bonblUee pa3Hoobpa3sne pa3mepoBs blooykeToB. Tak, bonee TpeTn
KpynHenwmnx komnanmim umeet UT-6ogpkeT 6onee 1 mnpp py6b.. Mo mepe pocTa Bbipy4yKmu
YBEMYMBAETCS BapuUaTMBHOCTb pa3MepoB U T-6100)KETOB, YTO OTPaXkaeT CIOXHOCTb

1 MHOTOrpPaHHOCTb 3afa4, PeLlaeMblX KOMNaHMAMK: OT 6a30BOI aBTOMaTU3aLUN U MOOAEPXKKN
pencteyowen NT-nHdpa-cTpykTypbl 00 BHeapeHusa 6onee npoaBuHyThix Al / ML-pelueHunii.

UT-6t0p)keTbl pecnoHAeToB No cermeHTam busHeca

Kaxmpiln ctonbew, — cerMmeHT BuaHeca Ha OCHOBE Bblpy4KM, LiBeTaMu 0603HaveH pasmep UT-6ogxeTa

— 1%

1%

16%

17%
27%

39%

55% @® >5wipn
35% . 1—-5wmnpg
. 500 mnH — 1™Mmnpg
26% 27% @ 100 -500 mnH
10 — 100 mnH
8% —2% <10 mMnH
Mwukpo v Manbiii CpepHui KpynHbii KpynHenwwmnia
busHec busHec busHec 6usHec

AddekTnBHoe ynpaeneHne UT-6ogykeTom Oia 6onbLIMHCTBA KOMMNAHWIA NpegnonaraeT
perynspHbIA NepecMoTp B 3aBUCUMOCTU OT U3MEHEHUS MPUOPUTETOB BU3HECA N BHELLHEN
KOHBIOHKTYpbIl. OCHOBHasi 4,0/151 KOMMaHUIN BHE 3aBUCMMOCTM OT pa3Mepa Bolpyyku (>60%)
ocyLlecTBnAeT KoppekTnpoky UT-blogykeTa oT 140 2 pas B rog,.

Mo mepe yBeNn4eHns pasmepa KoMnaHum yBenndneaeTcs 1 Yactota nepecmotpa UT-6rogykeTa:
cpenv MMKpPo 1 manoro busHeca (Boipy4dka oo 800 MiH py6.) Yalle BCEro BCTPEYAOTCA KOMMaHWK,
KoppekTupytowme UT-61oaxKeT pexxe OfHOro pasa B rof, YTo MOXEeT CBUOETEeNbCTBOBaTb

06 orpaHMYeHHOM 3penocT U He0bXoaMMOCTM UCMONb30BaHMA MEXaHM3MOB aKTyanM3auumn 3aTpar.
Mpwn aTom, oA KpynHeNLWmxX komMnaHmin (c Bolpy4dkon >15 mnppg py6.) Hanbonee xapakTepHa
aKTyanusaumns 6i00)KeToB Ha eXXerogHOM OCHOBE, YTO MOXET BbITb 00yCNOBAEHO ANUTENbHbIM
LMKIOM COrflacoBaHUs N YTBEPXKAEHMA PUHAHCOBLIX NOKa3aTernen, a TakKe NoCTaHOBKOM
CTpaTernyeckmx Lienen ronoBoro niaHMpoBaHus.

B pamkax ncnonHeHusa NT-6100)XKeToB BENUYMHA PAacXOO0B Ha Pas3fMyHbIE TEXHONOrMYecKme
pelleHns pacnpepenseTca HepaBHOMepHO. o pesynsTaTtam onpoca, Ha TPY KIkYeBbIX
TEXHOMOrMYecKMX HanpaeneHns — obnaydHble pelleHus, cuctemol knbepbesonacHoctu (KB)
n nckyccteeHHoro nHtennekta (MN) — npuxoputcs 17% ot obuein cymmbl UT-6r0xeToB
POCCUNCKMX KOMMaHUNA.

Mo BenuyuHe pacxonoB Ha JaHHble TEXHONOMMYEeCKNe HanpaBieHs OTEYECTBEHHbIE KOMMaHUM

BCE eLle OTCTalT OT MeXAYHapOOHbIX MTPOKOB, Y KOTOPbIX CONOCTaBMMble 3aTpaThl MOTyT AOCTUraTb
50%. KpoMe Toro, oTnmyaeTcsa n cTpykTypa NT-61o0mxeToB B Mupe u Poccun: B MeXxayHapoOHon
NpakTVKe NMANPYoLMe No3nLUM 3aHMMaoT 0bnaYvHble pelleHusi, BTopoe mecto — KB, a TpeTbe
mecTo — UIWN. B Poccum e no obbemam brogyketa nuanpyet Kb, Ha BTopoM MecTe obaka, Ha TpeTbeM
— WW. Paznnyus MoryT ObITb CBA3aHbI C pacTyLMMKM yrpo3amm B 0bnacTu 3awmTsl HGopMaumm

B Poccun. PacteT obuiee 4ncno kmbepatak, ocobeHHo akTyanbHbl DDoS-aTtaku 1 aTtaky Ha KpYnHbIX
WIrPOKOB C LENbio MNOCeayoLLE KOMMPOMETAL MM YYBCTBUTENBHbIX OaHHbIX, TAKXe yBenMyYneaeTcs
konuyectBo APC-rpynnmpoBok, aTakyowmx Poccuto u ctpanbl CHIL. OTBeToM Ha Bo3pacTatowme
Knbepyrpo3bl ABASETCH YCNOXHEHNe 3akoHoaaTenbcTBa: B 2024 rony Npon3oLwnn yKeCcToHeHUs
187-P3 n 152-P3, paspaboTtaH HoBbIN pernameHT PCTIK.

TexHonoru4veckue ctparterum 6usHeca. UT-6ropxeTbl



O6nayHble TexHoNorMmM 1 KnbepbesonacHOCTb UMEIDT HENMMHEHOoe pacnpeneneHne B UT-0OropykeTe:
nX OoNs yBeNMYMBaeTcs Ha 1—2 n. n. npu pocTe BblpyyKU, OCTUras MakCcMyMa y CPegHUX KOMMaHui
(Bbipyyka oT 800 MnH pyb. 0o 2 mnpg, py6.), nocne Yero NPOMCXoOUT CHUXEHME AoNen 3Tux
TexHonorui. JaHHasa TeHOEHLMA MOXET BbITb 00ycrnoBneHa BbICOKMM MUHMMalbHbIM NMOPOroM
3aTpaT, HeobXxoANMbIM O/19 Pa3BepPTbIBAHNA TEXHOMNOMMIA Knbepbe3onacHOCTH 1 NpY 3TOM
CPaBHUTENIbHO HM3KOI CTOMMOCTbIO AanbHENLWEero MacliTabnpoBaHusa 1 NoggepXXaHus
paboTocnocobHocTu pewennin. Jona N B cTpyKType coxpaHsaeTca B npegenax 2-4%

N HE UMEET 3HAYUTENbHBIX Pasnnynii B 3aBUCUMOCTU OT pasmepa BbIPyYKU KOMMaHUN.

l '3 B ycnoBusix ycnoXHeHua yrpo3 v yCUeHnst HOpMaTUBHOMO OaBNeHNS PbIHOK
y>Ke OBMKeTca K bonee B3BELLEHHOMY pacnpeaeseHnio MHBECTULNIN Mexay 6a3oBon
NT-nHppacTpykTypoi, kKnbepbeszonacHOCTbIO 1 NepenoBbiMy LMGPOBLIMY PELIEHUSMM.
Mpu aTtom Bknag U T-cekTopa B MupoBoli BBIM gocturaeT nopsgka 2,62% v npeBbilaeT
aHanornyHbIn nokasatesnb B Poccun Ha 43%. [1nA Bbixoda Ha COOTBETCTBYOLMIA YPOBEHb,
HeobxoOum onepexaroLuii POCT MHBECTULMI NMPEXae Bcero B Hanbornee nepcnekTUBHbIE
HanpasneHna NT — obnayHble cepBUCHI U pPeLLeHnsa Ha ba3e NCKYCCTBEHHOIO UHTESSEKTa,
KOTOpble GOPMUPYIOT HOBbIN YPOBEHb 3P PEKTUBHOCTU 1 yNpaBnsaemMocTn busHeca.

= Nropb 3apybunHckumn
VcnonHutenbHbl anpektop MWS, CEO MWS Cloud

Oxupaemoe nameHeHne NT-6ropyketoB B 2025 rogy
no cermeHTam bnsHeca

YMeHbLnTCA He namenutca CkoppekTtupyeTcs Yeenuuntca Ha 20% Yeenuuntcsa Ha 30% Yeenununtcsa Ha 40%
B npegenax nHbnaumun v bonee

MuBecTnumm B obnayHblie TexHonorun, Kb n N ctaHoeaTca ctaHgapTHoM cTatbent UT-0OopykeTa

B CaMbIX pa3HbIX CEKTOpPax — OT pUTeiia 4o NPOMbILLNIEHHOCTU. 3TO NOATBEPXKAAET POCT 3PENOCTU
uMdpoBbIX cTpaTerui u pacnpocTtpaHeHme MN-npakTuk 3a npegenamu T n ¢prHaHcoB. Boicokuin
YPOBEHb MHBECTULMI B TPAOULIMOHHO MeHee LUMbPOBbIX OTPACHAX CBUOETENbCTBYET O TOM,

YTO TEXHOSIONMYECKOE Pa3BUTUNE 1 TpaHCchopMaLUa 3KOHOMUKUN YCKOPSAKTCA — BaXKHOMN
COCTaBNALLLEN OaHHOIo HanpaBneHus ABngeTca BHegpeHue obnakos, cpeacts Kb v NI,

Tonbko 28% onNpoLUEHHbIX KOMMAHWIA NIaHUPYET paclnMpuTb pasMep bogpkeTa Ha paccMaTpuUBaeMble
TexHomnorum bonee, 4em Ha ypoBeHb UHGNALMMN. JIMANPYIOWLMM HanpaBneHNneM O paclunpeHns
noTpebrneHns SBNAETCA NCKYCCTBEHHbIN MHTENSIEKT.

1 TexHonoru4veckue ctpateruvm 6usHeca. UT-6ropxeTbl 3
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Cpenm Bcex pecrnoHOeHTOB HabnopgaeTcs
npsiMasi 3aBUCMMOCTb MeXay pa3mMepoMm
BbIpYYKM KOMMaHW 1 MacluTabamum
naaHUpPyemMoro n3MeHeHus noTpebneHns:
4yeM Bbllle 40X04bl OpraHM3aumn, TeM Yalle
dupMbl feknapupyeT nnaHbl HapalnBaHns
WHBECTULMI N TEM 3HAYUTENbHEE BENMYMHA
pocTa. JaHHasi 3aKOHOMEPHOCTb MPOCNEXM-
BaeTCs O BCEX KaTeropuii TEXHONOM A,

3a UCKNoYeHeM obnayHbIX peLleHnii,

roe noTeHumanbHbli 00beM paclIMpeHns
ncnonb3oBaHus ocTaeTcs bonee
paBHOMEPHbLIM B 3aBMCUMOCTU OT pasmepa
6busHeca. HanbonbLuuii xxe pocT noTpebneHns
nnaHupyetcsa ana NN, 4yto obycnoeneHo
HU3KUMU 0DbEMaMU TEKYLLLErO BHEOPEHMS,

a TaKXXe 3HaYUTENbHbIM OXXMOAeMbIM NOTEH-
umanom nosbileHnsa 3 heKTUBHOCTUN BraHec-
NPOoLEeCcCOoB NPaKTUYECKN BO BCEX OTPACHsIX.

TOIN-5 nHgycTpn No 3aTpaTtam
Ha obnako, Kb n U
B UT-6GlopxeTe

nT

®PurHaHCbI U CTpaxoBaHne
PasBneveHuns n megua
Puteiin

,D,Oﬁbl‘-la n nepepa60TKa NMone3HbIX NCKOoMNaeMbIX

TexHonoru4veckue ctparterum 6usHeca. UT-6ropxeTbl
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TEXHOJ10I' MYECKHUE
CTPATEI' N BU3SHECA:
KWBEPBE3OIMNACHOCTb

ObecneveHne nHPopMaLMOHHON besonacHOCTU Hanu4ymne ctpaterum
CTaHOBUTCH HEOTHEMIIEMOIA HaCTbi0 YCTONHMBOW no BHegpeHuio KB

umdpoBon MHbpaCTPYKTYpPbl, HEOBXOANMOM

KaK g5 ynpasneHus NpoM3BOLACTBEHHbIMU
npoweccamu, Tak 1 ana apdekTnBHom paboTbl

¢ 6onbwmmMmun gaHHbiMu 1 . CornacHo gaHHbIM
onpoca, 42% KoMMaHui y)ke UMetoT cpopmMmpo-
BaHHyt0 cTpateruto no Kb, ewé 27% Haxopatca
Ha 3Tane eé pa3paboTku. 3To NOATBEPXKAAET,
YTO CUCTEMHbIN NOOXO0MA K aHanu3y ysa3BUMOCTEN
1 ynpaBneHnio puckamm nonyyaet Bc€ bonbluee
pacnpocTpaHeHne. PoKyc CMeLLaeTcsi B CTOPOHY
6onee W1pokoro cucteMHoro ynpaeneHns Kb
BO BCEX CErMEHTax, YTO OTpaXkaeT 0bLLEepPbIHOY-
HYIO YCTaHOBKY Ha MMHMMU3aLMo Knbeppuckos
1 NogroToBky H6a3bl ons nocnenyowmx
WHBECTULMNOHHbIX 3TanoBs B LM$poBu3aLmio.

® a

@ B paspaboTke

Het

I cc CeropHs pblHOK 06/1a4HbIX peLleHnii onsa KnbepbesonacHOCTM AEMOHCTPUPYET
Ka4yeCTBEeHHbIN cOBUI — 3alumnTa MHGopMaLny NnepecTtaeT ObiTb JIOKanbHOWN 3agayen
OoTOeNbHbIX NOAPa3aeneHnin n CTaHOBUTCA GyHOAaMEHTOM YCTONYMBOWN LMD POBOM
3KOCUCTEMbI KOMMNaHWIA. Bce bonblue opraHn3auuii nooxonaT K BONpocam
KB cTpaTernyecku, BbicTpanBas CUCTEMHbIE MOLENN YNPaBNeHNs pyuckamm
N yA3BUMOCTAMU. DTOT TPEHL, OTPaXKaeT 3penocTb pbiHKa M FOTOBHOCTb bu3Heca
VMHBECTMPOBAaTb B AONITOCPOYHbIE MHCTPYMEHTbI, 0becneymBaloLmne HageXXHOCTb
0b6paboTkn bonblUNX OaHHbIX 1 BHegpeHue NN,

Munxavn TyTtaeB
OupekTop no npogyktam MWS Cloud

1 TexHonoru4veckue ctpaterum 6usHeca. KubepbesonacHocTtb 3 19




3aBucnMocCTb YpoBHSA 3penocTtu ctpateruii Kb ot Mmacwtaba buaHeca npocnexmnBaeTcs OCTaTouHO
4yéTko. Cpegu KpynHenwmnx komnaHuin (c Boipydkoin >15 mnpg py6.) ctpaterua Kb chpopmuposaHa
Tonbko B 68% cny4aes, Torga Kak y npeanpuaTui ¢ Bblpydkoin <800 mnH pyb. 3ToT nokasaTesb
cocTaBnsaeT nuwb 31%. Mpu aToM, pa3paboTka cTpateruii no Kb npakTuyeckn ogviHakoBO XapakTepHa
OJ11 KOMMaHWI Manoro 1 CpegHero cermeHTa. [ns HUX 3To BO MHOFOM OTPaXkaeT npoLuece
OOrOHSAOLLEr0 Pa3BUTUS N 3aKPbITUS TEKYLLMX yA3BUMOCTEN. B TO »ke Bpems y KpyMNHbIX KOMMNaHWU
3a4acTylo y)ke BbICTPoeHa uenesas apxutektypa Kb, 4To CHuXaeT fonto Tex, KTo HaxoauTcs UMEHHO

B cTaguu pa3paboTtku cTpatermu.

CtpaTterusa no BHegpeHuto Kb no cermeHTam

41% 35% 18% 10%

Het

@ B paspabotke

® o=
Mukpo v Manbii CpepHui KpynHbin KpynHenwmnii
6usHec busHec busHec 6usHec
Haunbonbliee BNnAHNE Ha NPUHATUE PELLEHNI KnwouyeBble COTPYAHUKU (ﬂnp)

B 06nacTu nHdopmaumoHHon beaonacHocTy, B NPOLIECCE NPUHATUSA PeLLeHnst
KaK 1 B crniy4ae ¢ 00navyHbIMy TEXHONOMMAMMU,

npuHagnexut ClIO — pykoBoguTento O BHEAPEHUN Kb

UT-HanpaBneHus. Ero HasBanu KNo4YeBbiM
NNLOM, TPUHUMatoWMM petuenus (JTNP),
66% onNpOoLLEHHbIX KOMMAAHUN.

3T0 NOATBEPXOAET COXPaHAOLLMIACA

YKIOH B NT-gomeH, korga ynpasneHue

KB BOCNpUHUMaETCS NPEeXXAe BCEro Kak 30Ha
OTBETCTBEHHOCTU TEXHUYECKOro 6roka.

[na 6onbluMHCTBA KOMMaHMN NpoLecc @ co

BHEOPEHMS CPeAcTB MHDOPMaLMOHHON ® cto
6e30MacHOCTM OKa3biBAETCHA AOCTAaTOHHO ® ciso
ObIcTpbIM: y 73% OH 3aHMMaeT He bonee ® co
nonyrona. Hanbonee pacnpocTpaHEHHbIN cro

CPOK — OT ogHOoro Ao Tpéx mecaues (31%),
3a HUM criegyeT nepuop, B 3—6 mecaues (24%).

Takve pesynbTaTbl AEMOHCTPUPYIOT, YTO A1 3HAYUTENBHON YacTy bruaHeca npoekTbl no Kb
peanuayoTcsa B [OCTATOYHO CXKaTble CPOKU, HTO MOXET FrOBOPUTL MO0 0 TUMOBOM XapaKkTepe
BHeOPSAEMbIX peLleHnin, Tnbo 0 BbICOKOWM CTENEHN MX FTOTOBHOCTU K ObICTPOW MHTErpaummn

B CYLLECTBYHOLLYI0 MHDPACTPYKTYpy. [lonsa KoMnaHuii, y KoTopbix NpoekTol no KB gnatca 6onee
roga, CocTtaBnseT b 14%, 4To NOAYEPKUBAET UX UCKIIOYUTENBHOCTb U, BEPOSITHO, YKa3blBaeT
Ha MacLTabHble UM cneunanm3vpoBaHHbIE MHULMATUBBI B KPYTMHbIX OpraHn3aumsX.
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KonunyectBo knbepatak B 2025 rooy
Bblpocio Ha 30%

AkTyanbHOCTb BHegpeHusi cpencTts besonac- DDoS-ataku B 2024 rogy
HocTu obycnoBsneHa He TOIbKO HOPMaTWBHbIMU Mo MHAYCTPUAM

TpeboBaHuaMn. 35% PeCnoOHOEHTOB CTONKHY-
nuck c DDoS-atakamu B 2024 ropy.

Mpwv 3ToM HabnoAaeTcs NPSIMas 3aBUCUMOCTb! T
yeMm 60MblLE KOMMAHWUSA, TEM BbILLIE BEPOATHOCTb Pureiin
nopnobHol ataku. Cpegm KpynHbIX KOMMaHWA,

okono 50% nopsepranucbk DDoS-aTtakam, Hayxa u obpasosanve
B TO BPEMS KaK Cpeay PeCrnoHOEeHTOB KpynHei- CrpouTenscTao u kKX

wero busHeca 3TOT NoKa3aTenb gocturaeTt 60%.

TpaHcnopT 1 norncTunka

3a 2025 ropg 3adumkcupoBaH pocT knbepaTak bonee yem Ha 25%. Hanbonee maclutabHbiMn Keiicamum
cTanu kmbepaTtaku Ha TPAHCMOPTHBIE Y MPOMBbILLMIEHHbIE KOMMAHWW, @ TaKXXe KOMMaHUW CeKTopa
puTein. Tak, ogHa U3 KpyNMHELWNX aTak Ha TeNeKoM-onepaTopa npusesna K BblBOAyY U3 CTPoS
KIOYEBBIX 3/IEMEHTOB CETU U OrPaHMYEHUS OOCTYNa 015t KNMEHTOB 13 4 cybbekToB PD. [ipyras
aTaka, NPoM3BEeAEHHAs Ha OOHOMO U3 KPYMHbIX UFPOKOB NMPOMbILLIEHHOMO CEKTOPa. 3M0yMbILLIEHHUKM
B3MOManu BHyTPEHHME CEPBUCHI, OFPaHNYUN OOCTYN K OaHHbIM. B pesynbraTe, Obinv ocTaHOBMEHDI
onepaLMOoHHble NMPOLECCHI, HAPYLLEHbI TOrMCTUYECKUE LenoYkin. NMocneacTemammn knbepatak
ABNSAIOTCA HE TOMbKO HapyLLeHne BU3HeC-NPOLECCOB U KOMMPOMeTaLMsa OaHHbIX NPeanpusaTs,

HO 1 [OMON- HUTENbHbIE MPOBEPKM CO CTOPOHbI PEFYNSTOPOB, @ TAKXE PUCKU YFONOBHOIO
npecrnenoBaHus TON-MeHEMXKMEHTA B Cllyvae BbIIBNEHHbIX HapyLLEHWI 3KCNyaTauumn CPeacTB
XpaHeHus, 0bpaboTku unu nepegaydn nHibopmaumm. CornacHo NpoBegeHHOMY OMNpocy, oTpacresas
crneuundrka 3HAYUTENBHO BNMAET Ha YacToTy aTak: Hanbonee Yyacto DDoS-atakam nogsepranunch
KomnaHum n3 UT-cektopa, puTeiina n HayuHbIX y4pexkaeHnin. Takne gaHHble roBOPSIT O TOM,

yTo DDOS-aTtaku ocTaloTcs akTyarnb-HOWM yrpo3on ans busHeca, 0cOb6eHHO Anst KPpYNHbIX KOMAAHNI

1 onpeQeneHHbIX oTpacien. 3To Noa-4epKMBaEeT 3HAYMMOCTb BHegpeHUst 3P hEeKTUBHBIX

Mep no knbepbesonacHoOCTU s 3aWwmThl OT Nog0OHOro poaa aTak.

PasBepTbiBaHMe cpeacTs MHGOpMaLNOHHON OnutenbHOCTb Npouecca

besonacHocTn Hanbonee pacnpocTpaHeHo
B cobcTBeHHOM nHbpacTpykType: On-Premise BHEAPEHUA CPEACTE KB

pelweHnsa ncnonb3yoT 43% pecrnoHOeHTOB. B Mecsuax
370 0b6BbACHsETCA HEOOXOAUMOCTBIO MOMHOIO
KOHTPONS Haf, CUCTEMOM U AaHHBIMU, OCODEHHO
B yCNOBUSX pacTywux TpeboBaHnM K KOHPUOEH-
LManbHOCTU U cobntoaeHNo perynsTopHbIX
HopMm. Ha BTOopom mecTe — rubpupgHoe obnako
(32%), kKoTOpOE Yalle NO3BOMAET COXPaHUTb
6anaHc Mmexay 3KoHoMn4eckoln appeKTUBHOC-

TbO0 U HAOEXXHOCTbIO B TOM YKCIe NyTeM a
06paboTkM HyBCTBUTESNbHbBIX AAHHbIX, BK/OYas

KOMMePYECKY0 TaliHy U NepCcoHarnbHble AaHHbIe

KnueHToB. Takol BbIOOp AaéT KOMMNaHMsM

BO3MOYXHOCTb COBMECTUTb NPEUMYyLLECTBA

061a4HbBIX TEXHOMOMUI C 3aLUMLLEHHBIM

ynpasrneHnem goctyrnom m cermeHTaumeﬁ
OaHHbIX.

18%

@

® -3
® 3-6
® 6-12

>12
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Jonsa ncnonb3oBaHWs YacTHbIX U TOKasbHbIX PELLEHUI BO3pacTaeT C yBeMYeHEM pasMepa
Bu3Heca: cpenm KpynHenwmnx komnanuin (c Beipyykon >15 mnpg, py6.) On-Premise u Private
ncnonb3ytoT yxke 50%. [1na kpynHoro bruaHeca xapakTepHa bonee nsbupartenbHas MOAenb
pa3MeLLEeHNs KPUTUYHbBIX KOMNOHeHTOB KB BHe Ny6nnyHbIX MHPPaCTPYKTYp, YTO NOOTBEPXKAAET
CcTpaTernyeckumii NpUopUTET 3aLUTbl QaHHbIX U MUHUMK33aLMU BHELLHUX PUCKOB.

PasButue nony4datoT multi knbepbes pewieHns

Oonsa cpenctB KB, ncnonb3yembix KOMNaHNAMU B o6nake
no cermeHTam busHeca

Mukpo v manbii CpenHui KpynHbii KpynHenwwni
busHec busHec busHec 6usHec

Mo mepe yBennyeHns macwtaboB buaHeca Bo3pacTaeT U cpenHasa nons cpencts Kb, BbIHECEHHbIX
B obnako. Tak, y KOMNaHuil MUKpO 1 Manoro busHeca (c Bbipyykor < 800 mnH py6.) ata gons
cocTaBnsieT B cpegHeM 24%, Torga Kak y KpynHenwmx npegnpusatuin — yxxe 35%. OgHako

Ons nogasnsoLero 6onblWMHCTBA KOMNaHUI xapakTepHa nsbrpartenbHas MOAenb NCMONb30BaHWSA
obnayHbix Kb-cepBucoBs: 79% pecnoHpeHToB pa3mecTunm B obnake 0o 30% ceoux cpencts Kb,
4YTO NOOYEPKUBAET TPAOMLMOHHO BEICOKOE 3HA4YeHWE NOKaNbHbIX PELLEHNIA 0N KOPNOPaTUBHbIX
cuctem besonacHocTu.

OTpacneBoi cpes NokasbIBaeT, YTo nuaepamu no gone cpeacts Kb B obnake asnatoTca UT,
CErMeHT pa3BrevyeHnin 1 Meama, a Takxe Hayka n obpasoBaHue (cpenHss nons okono 36%).

3T0 CBA3aHO C BbICOKOM UNdPOBON 3PENOCTbI0 3TUX NHOYCTPUIN 1 3HAYUTENBHbBIM KONTMYECTBOM
00naYyHbIX CEPBUCOB, Y>KE€ BCTPOEHHbIX B X OMepauuoHHble mogenu. Mpu aTom gnsa TpaHcnopTa
N pUTelina TakxXe XapaKTepHbl BbICOKME 3HAYeHUs AaHHOro nokasaTens (24-27%), 4To oTpaxaeT
noTpebHocTb B bbicTpoM MaclwTabuposaHun cpepncTts Kb ons 3awmTthbl pacnpeneneHHom
MHPPACTPYKTYPbI N KMTMEHTCKUX JAHHbIX.
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PacnpepeneHue rogosbix 3aTpaTt Ha Kb cpean D,OHFI OT BCEX CPEencTB KE,
KOMMaHWI pasnn4yHoro Mmaclutaba B NonHom
Mepe oTpaXkaeT CTPYKTYPY KOpPrNopaTUBHbIX NCnonb3ylowmxesa

6ropykeToB. o Mepe yMEHbLUEHUS BbIPYYKU B obnake no MHOyCTpnam
3aMEeTHO, KaK KOHLEHTPaL s 6i00)KeToB
CMEeLLAeTCs B CTOPOHY HKHUX AMana3oHoB.
Hanpwumep, ons cermeHTa MUKpPO U Manoro

CpenHee 3Ha4veHune

Ou3Heca OCHOBHbIE TPaTbl COCPEAOTOYEHDI UT 36%
B 30He 0o 500 Tbic. pyb., 4TO NoaTBEP)KOAET
bonee coepy)kaHHble BO3MOXKHOCTU TaKnX PuTeiin 27%
kKoMnaHwui B obnacTtu Kb 1 oTpayaeT orpaHu-
YEHHbIN 06bEM MHBECTULWI B CRELNANN3Npo- CrpouTenscTao n KX 19%
BaHHbIE UHCTPYMEHTBI.
TpaHcnopT 1 norncTuka 24%
MpodeccroHanbHble ycnyrn 23%

fopoBou o6bem 3aTpaT Ha Kb no cermeHTam 6usHeca
@ <500Tec. @ 5007hic.—10MnH @ 10+ mnH

KpynHeiwwmiz busHec

8% 47% 45%

KpynHbiin 6rusHec

24% 47% 29%
CpenHuii 6usHec
36% 56% 8%
Mwuikpo n manbliii 6usHec
62% 34% 4%

Haunbonblas gmBepcudrkaumsa gnana3oHoB rogoBbiX 006fayHbIX 3aTpaT Ha MHDOPMAaLVOHHYHO
be3onacHocTb duKcupyeTcs B uHAycTpusax UT v TpaHcnopTa. 3To [EMOHCTPUPYET PasBeTNEHHYIO
CTPYKTYpY noTpebnenns Kb-pelueHnii, oT TMNOBbIX HEOQ0POrX CEPBUCOB A5 3aLUTbl KaHaNoB CBA3U
1 NONb30BaTENbCKUX YCTPOWCTB [0 KOMIMIEKCHBIX CUCTEM MOHUTOPWHIA U YNPaBieHna MHLUMOeHTaMu
Ha ypoBHe MHDPACTPYKTYPbI.

B TOMNM-5 no obbemy 3aTpaT Bownn T, duHaHCOBbI CEKTOP, pa3BredeHns u megma, obbiva

1 nepepaboTka, 3gpaBooxpaHeHne. [N aTUx oTpacnen xapakTepHO YCTOMYMBOE CMeELLEHNe 3aTpaT
B gnana3oH 6onee 10 MnH pyb., 4To oTparkaeT 3penblii cnpoc Ha obnadvHble cepBuckl Kb 1 Hannyune
pernameHToB, TPeOYIOLLMX CUCTEMHOIO Noaxoaa K obecnevyeHmnto 3aWnTbl AaHHbIX KITMEHTOB

1 GMHAHCOBLIX TPaAH3aKLU M.

C TOUKM 3peHMS PUCKOB 1 OTPaceBbIX ApaliBepoB, pacnpeneneHne pacxoaos BolrNsanT
3akoHoMepHo: UT-uHaycTpua nieectupyeT B Kb ans 3awmtbl cOBCTBEHHBIX NNaTdOPM M KIMEHTCKMX
OaHHbIX, DUHAHCBI U pUTENN — AN MUHUMMU3aLMM Yrpo3 MOLLEHHMYECTBa U obecneyeHns
perynsiTopHoro COOTBETCTBUSA, 30paBOOXPaHEHNE — OJ151 OXPaHbl UHTENNEKTyanbHOW COBCTBEHHOCTU
N KIMHUYECKNX OaHHbIX. Takoe pacnpepeneHme oTpaXkaeT He TONbKO PasHble YPOBHU 3PENoCcTU
KB-cTpaTteruid, Ho 1 cneundrKy yrpos, C KOTOPbIMU CTaNIKUBAKTCHA OTPac/v.
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I 13 HecmoTps Ha To, 4TO NoKasbHble YCTaHOBKU MO-NPEeXXHEMY AOMUHUPYIOT — 0COBEHHO
Cpeay KpynHenwmnx KoMnaHui, rae BonpoChl KOHTPOIS U PErYNSTOPHbIX TpeboBaHNn CTOAT
OCTpee BCEro, — pacTeT A0S YacTHbIX M r’MBpUAHbIX 06nayHbIX Mogenei. 3To oTpaxkaeT
cTpeMreHne brsHeca coveTaTb HAOEXXHOCTb U YNPaBnseMoCTb C MaclITabrpyeMocTbio
1 rmbkocTbio coBpemMeHHbIx Kb-pelueHnin. Mbl BUOUM, 4To HanbonblLunii MHTEPEC K BIHOCY
dyHKumn Kb B 061aKko NposiBMSOT OTPaciv C BbICOKOW LIMGMPOBOM 3penocTbio 1 pacnpe-
OeneHHon nHbpacTpykTypoit: T, meoma, obpasoBaHue, TpaHCHOPT 1 puTein. [na Taknx
CEermMeHToB 0bravyHble MHCTPYMEHTbI Kubepbe3onacHOCTM CTaHOBSTCS KIHOYEBbIM
ycnoBuvem nopaepxxaHus becnepebonHbix onepaumii n 3alnTbl COXHbIX LEenoYeK
06paboTku faHHbIX. [py 3TOM CTPYKTYypa pacxo4oB OEMOHCTPUPYET LWNPOKUIA AnanasoH
6r00)KeToB — OT 6a30BbIX CEPBMCOB 3aLUThl [0 KOMMEKCHbBIX NnaThopM ynpasneHus
VHUMOEHTaMK, YTO MOATBEPXKAAET 3Pesblil, CErMEHTUPOBAHHbIM CNPOC Ha PbIHKE.

OaHuna Eropos
OupekTtop no 6usHec-ctpaTterum MWS Cloud

fopoBou 06bem 3aTpaT Ha Kb no nHpycTpuam

<500 ThbIC. 500 Tbic. — 10 MaH 10+ mnH

7 33% 4% 26%

®PurHaHCbI U cTpaxoBaHue 47% 28% 25%

PazBnevyeHua n meguna 27% 48% 25%

[ob6biva 1 nepepaboTka NoNesHbIX o o o
McKonaembix 5 el 287

3ppaBooxpaHeHne 49% 40% 1%

Hayka n obpasoBaHue 48% 44% 9%

PuTteiin 56% 36% 8%

HoReCa 50% 45% 5%

HepBuX1MMOCTb 1 CTPOUTENBCTBO 59% 37% 4%

MpoMbILNEHHOCTb 58% 37% 4%

TpaHcnopT v norucTuka 43% 53% 4%

MpodeccroHanbHble ycnyru 62% 36% 3%

JTnwb 5% onpoLueHHbIX KOMNaHWUA He NONb3YTCSA YCyramMu BHELUHMX NOCTAaBLLMKOB peLleHui

no MHOPMaLIMOHHON 6e30MAaCHOCTH, YTO YKa3blBAeT Ha BbICOKUIA YPOBEHb AOBEPUS K Cneumnanm-
31POBaHHbBIM BEHAOPAM U NPU3HaAHWE BaXXHOCTM NPodecCroHarnbHbIX PpeLLEHNI B 06nacTn 3aLmThbI
OaHHbIX. MNpu 3ToM ocTaBwmecs 95% KoMMNaHUN 0CO3HaT HEOBXOANMOCTb MHTEFPALMUN BHELLIHUX
pelleHnit ans obecneyeHns HapEeXHOoM 3anTbl CBOMX LNMGPOBLIX MHPPACTPYKTYP.
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OpgHako CTOUT OTMETUTb, YTO YacTb KOMMaHUI NpeanoYmnTaeT passopadmsaTb cpeacTsa Hpopma-
LMOHHOW 6e30MacHOCTU NIOKaIbHO. 3TO MOXET ObITb CBA3aAHO C YKENTAaHWEM COXPaHUTb MakKCHUMasbHbIl
KOHTPOSb Haf, AaHHBIMU 1 MUHUMU3NPOBATb PUCKU, CBA3aHHbIE C Nepeaayein nHpopmaunmn TpeTbm
cTopoHaMm. JToKanbHble peLLeHns TakXe MoryT 6biTb NpeanoYTuTenbHee Ona KOMMNaHui C BbICOKUMM
TpeboBaHMAMN K 6e30MacHOCTM U KOHDUAEHUNANBHOCTY OaHHbIX.

Bonee TpeTu pecnoHAEHTOB COTPYOHMYAIOT C OOAHUM BEHOOPOM, HTO MOXET CBUAETENbCTBOBATD
0 CTPEMIEHNN K YNPOLLEHMIO YNPABIEHUSA U MHTErPaLMM PELLEHUI, a TAKXXe 0 AOBEPUM K OO HOMY
NpoBepPEHHOMY NapPTHEPY, YTO MOXET ObITb BbIFO[HO C TOYKN 3PEHUSA KOHCONMAALMU CEPBMNCOB

1 Nony4YeHns bonee BbIrOAHbIX YCIIOBUIA 06CNy)XKMBaHUS.

B 10 >xe Bpems, 64% onpoLUeHHbIX KOMMaHWIN UCNOMb3YIOT YCryr He 6onee AByX BEHO,0POB.
Takoi nogxon, No3BonaeT KOMBMHMPOBATL NyHLINE NPAKTUKU 1 TEXHONOMMK, aganTmupys
nX Nog cneundryeckme Hy>XXabl KOMNaHUu.

B uenom, naHHble TEHOEHLMN OTPaXkaloT KonudecTtBO MCNOJIb3yEeMbIX
BeHpopoB Kb

3penblii NOAX0M, KOMMaHUI K ynpaBneHuto
nHdpopmaLmMoHHO BesonacHOCTbIO, rae banaHc
MeXXay MCMONb30BaHNEM BHELLHMX PECYPCOB

1 NoKanbHbIX PELIEHWN onpepenseTcs
cTpaTernyeckMmu npuoputeTamm

1 cneundunyeckMn NnoTpebHocTaMU

busHeca.

CTOUT OTMETUTb, YTO KPYMHbIA U KPYNHENLLWIA
6usHec nonb3yeTcs HonbWNM YNCNIOM NpoBali-
LOEPOB, a YMCIo NpoBanaepoB yBENMYNBAETCA
NponopLMOHanibHO POCTY pa3mepa KOMMaHuu.

\

o
28% o:
® 3+

KomnaHum Bce Yaule guBepcmnpuumpyoT puckin
B KNbepbe3onacHoCTU, NpMBAeEKasa HECKOTbKO
BEHOOPOB

KonuyecTtBo ucnonbayembix BeHaopoB Kb no cermeHTam 6usHeca

@ ®2 O3+
KpynHeiwnii 6usHec
26% 22% 52%
KpynHbin 6usHec
28% 29% 43%
CpepnHuii busHec
38% 27% 35%
Muikpo 1 manbiii busHec
43% 32% 25%
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l cc [na poccuriickoro KoprnopaTyBHOIO CEKTOPA Takol naTtTepH Boibopa Kb-pelweHnin
UNNIOCTPUPYET AOMUHMPOBaHUe noaxoda «compliance-driven security», roe rnasHoi
Lienblo BbICTyMnaeT cobniofeHne 3akoHogaTenbCTea U cTaHgapToB. BmecTe ¢ Tem
nofobHasa cTpaTerns MOXeT CAEePXKMBaTb MHBECTULMM B NMPOaKTUBHbLIE TEXHOMOMUN
KMBEPYCTONYMBOCTU, YTO BAXKHO YUYUTHLIBATb B YCMOBUSAX YCIIOXHEHUA KNBepyrpos
M POCTa YnCIa LeNeBbIX aTak Ha KPYMHbIe KOMMNaHUu.

MonuHa Jln

PykoBoguTenb ueHTpa aHanmnTmMKm

n nccnepgosaHn MWS Cloud

Y 55% pecnoHaeHToB npoLecc

BHegpeHuna cpencts Kb gnunca go nonyroga.
Mpw 3TOM BONBLUMHCTBO KOMMaHUN OTMETUIN,
4YTO BHegpeHue 3aHa10 oT 100 3 MecAues.

14% pecnoHAEHTOB 3aABUIIN, YTO NpOoLLEecc
BHeOpeHusa cpeacTs Kb 3aHan 6onblue roga.
OnnTenbHble CPOKM MUTpaLMK MOTYT OblTb
CBfI3aHbl C pAOOM GaKTOpPOB, TaKNX KakK CroXHas
MHPpacTpyKTypa, HEOBXOANMMOCTb MHTErpaummn
C MHOXECTBOM CYLLECTBYIOLLINX CUCTEM U
BbICOKME TpeboBaHuMsa K 6e30nacHoOCTu.
KomnaHum, KoTopble cTankmBaloTcs ¢ bonee
OJIMTENbHbIMU CPOKaMW, BO3MOXHO, MPOBOOAT
MacwTabHyo MogepHU3aLMIo U NepexoasaT
Ha bornee KOMMJIEKCHbIE N KACTOMU3MPOBaHHbIE
peLleHns, YTo TpebyeT 3Ha4YNTENbHbIX
BPEMEHHbIX U PECYPCHbIX 3aTpaT.

KnioueBbie pakTopbl NpU NPUHATUN
peweHus o BHepgpeHuu cpepcTs Kb

OnutenbHOCTbL Npouecca
BHegHeHuns cpeacTs Kb

B mecsauax

@ 2
®s-12
® 3-6
® -3
@<«

OueHka pecnongeHTa ot 100 5 6annos, roe 1 6ann — MUHMManbHoe BNusiHve ¢pakTopa, 5 — MakcumanbHoe

CooTBeTtcTBME TPEOOBAHUSAM 3aKOHOQATENBCTBA
B YacTu nHpopmMaumoHHon besonacHocTn

s TS
+ T

3 NCTS

2 @ 4%

T @ 3%

ObecneyeHne 3aWmTbl JaHHbIX
OT BHYTPEHHYX 1 BHELLHUX YrPO3

o]
]

5
4 26%
3
2

1 0%

ObecneyveHne KMbepyCToNYNBOCTY NPEANPUATUS

N 55%
+ TS

> S

2 @ 4%

1 1%
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BonbLWMHCTBO PECNOHOEHTOB pacCcMaTPUBaOT OTCYTCTBUE HY>KHbIX KOMMNETEHLUMIA CPean COTPYOHUKOB
Kak Hanbonee KpUTUYHbBIN paKTop, 3aTPYLAHSOWMIA NPOLECC BHEAPEHUA CUCTEM MHDOPMALMOHHON
BesonacHocTu. 3TOT bapbep NnocnenoBaTebHO 3aHUMAaET NMNOUPYIOLLIME NO3ULMM MO OONE OLEHOK

4 1 5 6annoB., 4TO yKa3blBaeT Ha 3HAYUTENbHYIO POSib YENIOBEYECKOro KanuTtana B ycnexe npoekToB Kb.

B 10 >xe Bpems Takune pakTopsbl, Kak OTCYTCTBUE NOAOEPXKKN BEHAOPA B NPOLECCe BHEAPEHUS, a TakxKe
OTCYTCTBYVE Y NPOBainAepoB NOMHOLEHHbIX MPorpamMmm TexHuydeckoi nopaepxku (POC, Support n ap.),
OLLEHNBAIOTCA 3HAYUTENBHO MArye. [na 60nbWMHCTBA KOMNAHWIA 3TW CIOXKHOCTU He CTanu KpUTn4ec-
KUMW, 4TO MOXKET CBUAETENIbCTBOBAThb O ABYX TEHAEHUMAX. Bo-nepBbix, 4acTb KOMMNaHWIN NpeanoYnTaeT
pa3BuBaTb COBCTBEHHbBIE KOMMETEHLUW, MUHUMU3NPYS BHELLHIOW 3aBUCUMOCTb Y PUCKW, CBA3aHHbIE

C NepepaYeit KOHTPONS Hag, KPUTMYECKON MHPPaCTPYKTypoii. Bo-BTOpbIX, BEPOATHa KOHLEHTPaLMA
cnpoca Ha 6a30Bble yCryru, KOTopble He TPeBYIOT ry6oKo KaCTOMU3aLUMK U NOCTOSAHHOWN
NooaepPyKKM NoCTaBLMKa.

OToenbHO CTOUT OTMETUTL HAKTOPbI «MOBBILLEHME CIOXHOCTN yNpaBneHns MHPacTpyKTypPO»

N «O0MNONMHNTESIbHbIE PacXobl Ha aTane BHeOpeHNs», KOTopble 41 3Ha4YMMON 00N PECNIOHAEHTOB
TakKXe OCTalTCs YyBCTBUTENbHBIMU hakTopamu. VX cpaBHUTENbHO BbICOKasi OLLeHKa BaXKHOCTU
nopyepkuBaeT HeobxoammocTb cbanaHCcMpPOBaHHOMO NNaHMPOBaHWA BrooKeTa U apXUTEKTYPbI

KB npu nepexone Ha 6onee 3pesnblil ypoBeHb 3aLLMLLEHHOCTM.

CnoxxHocTu B npouecce BHegpeHusa cpencts Kb [1/2]

OueHka pecnongeHTa ot 100 5 6annos, roe 1 6ann — MUHMManbHoe BnusiHue gpakTopa, 5 — MakcumanbHoe

OTCYTCTBME HYXXHbIX KOMMNETEeHLUIA CrnoXHOCTb B OLLEHKE Npeanonaraemblx Pacxofos
cpeau COTPYOHMKOB Ha Tpebyemyto UHGPaCTPYKTypy
5 5

4 a

3 3

2 2

1 1

CnoxHOoCTb nepeHoca 6onbluoro o6bema AaHHbIX OTcyTCTBYE OOPOXHOM KapTbl BHEAPEHUS
5 5

4 4

3 3

2 2

1 1
[ononHuTenbHbIE pacxofpbl Ha 3Tane BHeAPEHNS OTcyTCcTBME NOQAEPXKKN BEHAOPA
cucteM uHdopmMaumnoHHon 6esonacHocTn B NpoLiecce BHegpeHus

5 5

4 4

3 3

2 2

1 1
MoBbIWEHME CNOXHOCTY yNpaBneHns HeobxooMMocTb BDEMEHHOIO
MHPpPacTpyKTypom nybnupoBaHMa MHGPACTPYKTYpbI
5 5

4 4

3 3

2 2

i 1
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CnoxxHocTu B npouecce BHegpeHua cpencts Kb [2/2]

OueHka pecnongeHTa ot 100 5 6annos, roe 1 6ann — MUHMManbHoe BnusiHve gpakTopa, 5 — MakcumanbHoe

OTcyTCcTBME NPOrpamMM TEXHUYECKOWN HeBO3MOXXHOCTb MHTErpaunum cpencTs
noaaepyXXkKn y paccmaTtpuBaemMblx MHbOpMaLMOHHON be3onacHoCTu
npoeavigepos / BeHpopos (POC, Support, etc.) B MUCMOJSib3yeMble NTOKasbHblE peLleHns
(ycTtapesLee MO / 06opynoBaHue)
5
4 °
3 4
2 3
1 ?
1

[ononHuTenbHble pacxopl, CBA3aHHbIe C NepeobyyYeHnemM Unu HaliMmomM COTPYAHUKOB

OJ19 KayecTBeHHOM paboTbl co cpeacTBamMu MHopMaLMoHHOM be3onacHocTu, Hanbornee
4acTo yNoMUHaTCA pecnoHOeHTaMu U pacnpeneneHbl B CTOPOHY BbICOKUX OLIEHOK BaXXHOCTM.
[aHHaga TeHaeHLUMA NoaYepKUBaET, YTO KadpoBbllii acnekT NPoAoXaeT 0cTaBaTbCs OAHOWN

N3 OCHOBHbIX CTaTel JOMNOMHUTENbHbIX 3aTPaT B pamMKax npoekTos no Kb.

O6HoBNEHME NOKaNLHON MHDPACTPYKTYPbl TAKXKE 3aHUMaET 3aMeTHOe MECTO B CTPYKType
pPaCcX0OQ0B, HTO NOMMYHO OTPaXkaeT HEOBXOAMMOCTb TEXHONOMMYECKOW MOAEPHN3aLMM
B yCNoBUAX BHeApeHUs Bonee CrnoxXHbIX Uy pecypco3aTtpaTtHbix cuctem KB.

JdononHuTenbHble pacxoabl B npouecce BHeapeHua cpencTs Kb

OueHka pecnongeHTa ot 100 5 6annos, roe 1 6ann — MUHMManbHoe BNusiHue ¢pakTopa, 5 — MakcumanbHoe

PazBepTbiBaHME TECTOBOIO KOHTYpa MepeobyyeHure / HaliM COTPYOHMKOB
OJ19 NPOBEPKM paboTocnocobHocTn [0J19 Ka4eCTBEHHOI paboTbl CO cpeacTBamu
paccMaTprBaeMoro peLueHns MHPOpMaLMOHHON be3onacHocTn

5 5

4 4

3 3

2 2

i i

O6HoBNEHME NokanbHOM NHDPACTPYKTYpPbI

5

4

3

2

1

PecnoHpeHTbl Hanbonee KPUTUHHO BOCNPUHMMAIOT PUCKMU, CBA3AHHbBIE C YTEYKOWN AaHHbIX —

KaK NepcoHanbHbIX, TaK 1 aHHbIX KOMMepP4ecKon TaiHbl. 3TV ABE rpynnbl PUCKOB CYMMapHO
Habpanu HanbonbLUyo [0S0 OLEHOK MO HAMBbICLLIEMY YPOBHIO KpUTUYHOCTH (5): yTeuKM
KOMMEpPYECKOU TaliHbl ObiNu onpeneneHbl Kak KpUTudHble 35% y4acTHUKOB, yTEYKM NEPCOHAbHbIX
LaHHbIX — 34%. 3TO NOATBEPXKAAET YCTONYMBYIO TEHOEHLMIO NOBLILIEHHOrO BHUMaHNS K 3aLUMTe
[LaHHbIX KTMEHTOB, NAPTHEPOB 1 KoHdWAeHUManbHo nHdopmaLmmn busHeca. HexBaTka TEXHUYECKOM
3KCMNEePTU3bI B HaCTU MHOOPMALMOHHON 6E30MACHOCTM TaK)Ke BOCMPUHMMAETCS KaK BaXKHbIN PUCK,
HO Yalle nony4yaeT yMepeHHble oueHkKM (3 1 4), 4To yKa3blBaeT Ha 0CO3HaHWe Npobnemsl,

HO 6e3 APKO BbIPaXXEHHOTO KPU3UCHOMO XapaKTepa.
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KpUTU4YHOCTb NepeyYmnUcnieHHbIX HMXXe rpynn pucKoB
npv BHegpeHuu cpencTte Kb

OueHka pecrnoHaeHTa ot 100 5 6annos, roe 16ann — MuHUManbHoe BnusaHue pakTopa, 5 — MakcruManbHoe

CnoxHocTb B 3aKynke obopynoBaHus

YTeukn nepcoHanbHbIX OaHHbIX

s S > TS
+ + TS

: TS s T

> GG > K

o o )

HexBaTka TEXHUYECKOWN 3KCNepTu3bl

HekoHTponpyeMmbIii pocT 3aTpaT Ha CpeacTsa

B YacTu nHdopmMaLoHHOoN 6e3onacHoCTr MHdOpMaLMOHHON Be3onacHocTn
5 5

4 4

3 3
2 2

: :
YTeuka AaHHbIX KOMMEPYECKOWN TalHbl

5

4

3

2

:

Cpenov $hakTopoB, BAMSOLWNX Ha NPUHATHE pelleHnii o BHegpeHun Kb, ¢ HebonbLimm
onepeXxeHnem NMANPYET aHanm3 yrpo3 U PUCKOB — ero KpUTUYECKM BaXKHbIM Ha3Banu 51%
pecnoHAOeHToB. Takoe pacnpeneneHne OTBETOB NOAYEPKMBAET NPAKTUYECKYO OPUEHTaLNIO
KOMMNaHWiA Ha NOHMMaHWe yA3BMMOCTEN U NOTEHLMAsbHbIX CLIeHapMeB aTak Kak OCHOBbI
ona dopmuposaHus adpdekTmeHol Kb-ctpaTterum.

CooTtBeTcTBME HOpMaTnBHbIM Tp86OBaHI/IF|M TaK>XXe 3aHMMaeT 3Ha4YnTenbHYyo 00N — 47% nocTtaBmnn
3TOT CbaKTOp Ha BbICLUNI YpPOBEHb Ba>XHOCTW, YTO OTpPa>kaeT perynaTtopHoe aasneHne n HeO6XO,D,VIMOCTb
COOTBETCTBUA OTpacneBbiM CTaHOapTamM 1 3aKOHOOATENIbCTBY B obnactu 3alnTbl I/IHCbOpMaLI,I/II/I.

Haunbonee Ba>kHble (paKTOPbI NPV NPUHATUUN PELLEHNN
o BHegpeHun Kb

OueHka pecnongeHTa ot 100 5 6annos, roe 1 6ann — MUHMManbHoe BNusiHue ¢pakTopa, 5 — MakcumanbHoe

CootBeTcTBUE HOpPpMaTUBHbIM Tp66OBaHI/IF|M AHanns Yyrpos v pnuckos

47%

5 5 51%
4 25% 4
3
3
2
2

18%

6%

1 4%

5%
1

2%

OnTyMM3aumsa 3aTpaT Ha BbiiBNEHNE
PUCKOB U yrpo3

42%

N o w o oa
IN
3
X
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TonbKo KpPYMHbIN 1N KpyNHENWnn bnsHec nmeet
O0OCTaTo4yHOEe PpUHAHCMPOBaHME ang HamMa
HeobXxoauMbIX CreymanncToB

72% koMnaHuin yke obrnagatoT onbIToM Hanu4yme onbiTa

N 3KCNepTM301 B 0bnactu kmbepbesonacHocTu. N 3KCNepTM3bl paGOTbI c KB
Takasi BblcoKas [ons NoaTBEPXKAAET, YTo

Bonpocbl Kb NpoYHOo BOLWIM B KOPNOPATUBHYHO

NoBecTKy O6OMbLUMHCTBA Yy4aCTHUKOB PbIHKA.

CTpyKTypa no cermeHTam bu3Heca NoKa3blBaeT,

4YTO YEM BbiLLE BbIpyYKa KOMMaHUN, TEM Bbille

BEPOATHOCTb HAINMYMA OMbITa U KOMMNETEHLMI

B obnacTtu KB. Cpegu KoMnaHuii ¢ rogoBom

BbIpy4kol < 800 MnH pyb. akcnepTtusy B Kb

oTMeTunn 66%, Torga Kak cpeay KoMnaHuin

c bonbluel Bblpy4KOl 08 pacTeT, BNOTb 40

94% y kpynHelwero busHeca . 3To NOrnM4HO

00OBACHAETCS BO3MOXHOCTAMU KPYTMHbIX

KOMMaHuiA BKNagplBaTbCsA B CNELNann3npo- ® -
BaHHblE KOMaHAbl, 0by4eHne 1 pa3BuTue Her

npoueccos KB.

Hanuuune onbiTa U aKcnepT3bl paboTbl
c Kb no cermeHTam bu3sHeca

® - Het

KpynHeiwwnii 6usHec

KpynHbili 6usHec

CpepnHuii busHec

Mukpo 1 manbiii busHec

Hanbonbluan KOHUEHTPaLMs 3KCNepTU3bl N0 oTpacnsam Habnopaetcs B UT (88%), nobbive
none3Hblx nckonaemblix (82%), puHaHcax n ctpaxoBaHum (81%), a Takxke B 30paBOOXPaHEHM

1 npodeccuoHanbHbIX yenyrax. [ns aTux MHAYCTPUn XxapakTepHbl cneunduyeckme perynsiTopHbole
TpeboBaHWs, BbICOKME PUCKN yTevek KOHbUOEHUNaNbHbIX JaHHbIX, 8 TakXke NoTpebHOCTb B 3awumTe
NHTENNeKTyanbHOM cCOBCTBEHHOCTU N KPUTMYECKOW MHDPACTPYKTYpbl. 3TU daKTopbl HANPSAMYHO
BMUSAOT Ha HeobxooMMocTb GOPMUPOBaHUS 3penol KoMmneTeHumn no Kb BHyTpr KoMnaHui.
Hanu4yne onbiTa n akcneptr3bl B Kb BbICTynaeT He TONbKO MHOVMKATOPOM 3PENoCTX ynpaBieHums
TEXHOMOrMYeCKMMM PUCKaMK, HO 1 OTpakaeT cneundrKy oTpacneBblX perynauuin u busHec-mopenei.
[ns meHee KanuTanoeMKNx U MeHee 3aperynMpoBaHHbIX CEKTOPOB XapakTepHa bonee HU3kast
L0551 3KCNEPTU3bI, YTO CBUOETENLCTBYET O NOTEHUMane ois AanbHenwero pa3snutms NpakTnk

KB 1 KOHCanNTUHIOBbIX CEPBMCOB B 3TUX CErTMEHTaX.
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HecmoTps Ha obuiee Hannyme onbiTa paboTbl co cpeacTBamu Kb, npobnembl ¢ HanMoM kBannduumpo-
BaHHbIX COTPYAHUKOB BCE €Ll ABMSATCA CYLECTBEHHbIM GpakTopoMm Ans otpacnu. 43% pecrnoHOeHToB
yKasanu Ha Hanu4yme npobnem B HaliMe akcnepToB B cdepe KB, 4To aBngeTca 3HauymMTeNnbHbIM Nokasa-
Tenem. [Mpun aToM Hanuyre Npobnem B HaliMe He KOPPENUPYET C pa3MepoM busHeca — KoMMNaHum

N3 BCEX CErMEHTOB BU3HECA UCTbITLIBAIOT MPUMEPHO CXOXKUE NpobneMbl B HAaliMe, YTO FOBOPUT

0 CTPYKTYPHOM XapaKkTepe npobnembl, 3aTparnBaloLLLen Kak Masblii OBU3HecC, Tak U KPYMHbIX UTPOKOB.

C TEXHONOrM4YeCcKon TOYKN 3PEHNS, TPEHL, Hannumne I'Ip06116M B HAnme

noaYepKnBaeT pacTyLLyO POSib CEPBUCOB, 3KCNEpTOB B ccbepe KB
No3BONALLNX KOMMaHUAM KOMMEHCMPOBaTb

HexBaTKy COBCTBEHHbIX KOMMNETEHLNIN 3a cYeT
rOTOBbIX YNPaBnsieMblX CepBMUCOB 6e30nacHOCTH
(Managed Security) 1 BCTPOEHHOW 3KCNEPTU3bI
npoealigepa. B gponrocpoyHoi nepcnekTuee
Takve MOLenm CTaHOBATCS He NPOCTO
TEXHONOrM4Yeckom onumen, a cTpaTermyeckmm
NHCTPYMEHTOM 3aKpPbITUS KPUTUHECKOIO
nedvunTa KagpoB 1 yckopeHus undpoBom
TpaHchopmMauum brusHeca.

® e

Het

Hanu4ne npob6nem B Haiime aKcnepToB
B cdepe Kb no cermeHTam busHeca

® o- Hert

KpynHeiwwnii 6usHec

38% 62%

KpynHbiii 6usHec

35% 65%

CpepnHuii busHec

43% 57%

Muikpo 1 manbii 6usHec

45% 55%

Mpw aToM, Hann4Me NONHOLLEHHON cOBCTBEHHOM KOMaHObl Tak)Ke CTaHOBUTCS BCe bonee pacnpo-
CTPaHEeHHbIM ABNseHneM. 57% onpoLLIEHHbIX KOMMNAaHWU y)ke UMeT COBCTBEHHYIO KOMaHAay no knbep-
6e3onacHocCTK, B To BpeMs Kak 14% HaxogaTcs B npolecce ee GopMUpoBaHns. ITo yKasbliBaeT

Ha pacTyllee Np13HaHue 3Ha4YnMocTn KnbepbesonacHocTn B buaHece. CornacHo pesynbratam
onpoca, oXXmgaemo, CyLLLEeCTBYET NpsAMasd Koppenaumsa Mexay pasMepomM KoMnaHum n Hanndmem

y Hee cobcTBEeHHOM KoMaHabl No kKnbepbesonacHocTu. bonbline kKomMnaHuu, metowwme bonee
cnoxHble T-CTpyKTypbl, Yalle UMeroT CBOU KOMaHAbI.
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Hanbonee 4yacTo Hann4ne cobcTBEHHOMN
KOMaHObl OTMeYaeTCsa B KOMNaHusax cektopa T
1 dapMaLeBTUKUN. DTO CBA3AHO C TEM, YTO OHMU
obpabaTbiBaloT 60MbLLOE KONIMYECTBO AaHHbIX

M NOOYUNHAIOTCHA 3HAYNTENbHBbIM PErYNATOPHbBIM
TpeboBaHuaMm. [pu aToM gaxke Npu HaNU4YUn
BHYTPEHHUX CMELNANNCTOB NpeanpuaTus
NPOAOHKAIOT NnoniaraTbCs Ha 0bnayYHbIe CEPBUCHI
6e30nacHOCTM 419 NOKPbITUA MaclUTabrupyemMbix
3a4ad 1 19 COOTBETCTBUSA PacTyLMM
perynaTopHbIM cTaHAapTaMm. B utore pbiHOK
OBUXETCH B CTOPOHY KOMOUHNPOBaHHbIX
Mopgenein: COOCTBEHHbIE LEHTPbI KOMMETEHUWI

B KB gononHaTcsa npoaBMHY ThIMU 061avHbIMuU
peLleHnsamu, 4To co3aaeT cnpoc Ha bonee
rmbKme, KOMMIEKCHbIE N OTPAacneBo-
OPUEHTUPOBAHHbIE CEPBUCHI.

Hanu4yne cobcTBEHHON KOMaHAbI
no kmbepbesonacHocTH

® -

@ B npouecce Hailma

Het

CobcTtBeHHass KomaHpa No KnbepbesonacHocTu
no cermeHTam busHeca

® 02 @ Bnpouecce Haitma Het

KpynHeiwunii busHec

77% 6% 17%
KpynHbiii 6usHec
66% 19% 16%
CpegHuii busHec
51% 15% 34%
Mwuikpo 1 manbiii busHec

MpodeccrnoHanbHble cepBUChl ANA Pa3BUTUS KMbepbesaonacHOCTV B OCHOBHOM BKJTHOYAKOT
TEXHUYECKYIO NMOAOEPXKKY, 00yYeHre 1 ayauT. ST cepBuChl NCMOMb3yloTcs boree Yem

40% onpoLUeHHbIX KOMMaHui. TexHMYeckas Nnoaaep)Kka UrpaeT Kto4eByio posib B obecneyeHmnm
onepaTUBHOIO PearMpoBaHnsa Ha UHLUUOEHTbI U yCTpaHeHnn yassmumMocTtein. ObydeHune nepcoHana
Knbepbe3onacHOCTM NOBbILLAET OCBEA0MIIEHHOCTb COTPYAHMKOB O MNOTEHLMasbHbBIX Yrpo3ax

n cnocobax ux npegoTepalleHns. Kb-ayouT no3sonseT KoMnaHUaM CUCTEMATUYECKN NPOBEPATb
M yny4ywaTb CBOU 3alLMTHble Mepbl. B Lienom, gaHHble CBUOETENBbCTBYIOT O TOM, YTO KOMMaHUK
aKTUBHO MHBECTUPYIOT B K/HOYEBbLIE 3/1IEMEHTbI Kbepbe3onacHOCTH, YTO ABMAETCA BaXKHbIM
LIarom A CHUXXEHUSA PUCKOB U 3aLluUTbl OT Kbepyrpos.

MepeyeHb NnpodeccmoHanbHbiX CEPBUCOB,
ncnonb3yembix gnsa passutua Kb

63%

TexHn4eckas nogaep>kka

25%

NHTerpauns
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MPOOYKTbl MTC WEB SERVICES

KWBEP3ALLUUTA TMBEPUOHOW
NHPPACTPYKTYPbI KITMEHTA

WNHCTpyMeHTbI ons 3aLmThbl OT yrpo3 MHdopMaLmMoHHon 6e3onacHoCTH

Ha 80% cHun3aunTtb Ha 50% cokpatnTtb
PNCKN Knbepartak | ybbiTKM OT NMoBbIX
3a CYET CUCTEM KI/I6ep6830FIaCHOCTI/I KM 66paTa K

24/7 500

MOHUTOPUHI aKTUBHbIX NMPaBu Ona aHanunaa
1 3aWmTa nepumeTpa 1 conocTaBneHus cobbituin b

>1500 300 IN'euT/cek

NCTOYHNKOB LLIMPOKOro CnekTpa aKTMBHOWN NOMOChl NPOMyCKaHWUS
nHdpopmaumn ans o0bpaboTkn JaHHbIX onsa AntiDDoS

SOC

KomnnekcHoe pelleHve ans noebllleHUs ypoBHSA knbepbesonacHocTy npen-
npuaTtus. ObbegmHaa kBanMUUMPOBaHHbBIX CNeLMancToB, MHHOBALOHHbIE
TEXHOMNOrMN 1 BbICTPOEHHbIE NpoLuecchl, 0becrnedynBaeT BCECTOPOHHIOK 3aLLUTy
opraHusauum oT Knbepyrpos B pexume peanbHoro sBpemeHn. SOC kpyrnocy-
TOYHO MOHUTOPUT coCcTosAHUE NT-MHPPaCTPYKTYypbl KOMAAHUN 1 CHUXAET PUCKN
B3/IOMOB, NOXMLLEHNS OAAHHbIX COTPYAHUKOB/KNMEHTOB/NONb30BaTENEN N OpYyruX
Knbepyrpos, KoTopble MOryT NMPMBECTU K OCTaHOBKe OM3Heca

ANTI-DDOS

KomnnekcHoe pelleHune, obecnednsatoLlee bnoknposky DDoS-atak Ha nHdpa-
CTPYKTYpY 1 web-pecypchbl 3aka3yumka. 3awmta ot DDoS-atak Heobxognma
opraHusaumsaM, Ybsl AesTeNbHOCTb HAaNPSIMYK UM KOCBEHHO CBA3aHa C JOCTyn-
HOCTbIO CUCTEM B CETU MHTEPHET, YbW MPOU3BOACTBEHHbIE MPOLLECCHI YBA3aHbI
C yAaneHHbIM A0CTYNOM K COBCTBEHHbIM U CTOPOHHUM pecypcam

WAF

CepBI/IC 3aWnTbl OT aTak " yHSBVIMOCTeI‘/‘I B Be6-I'IpVIJ'IO)KeHI/IF|X. C nomouybto
NNYHOrO KabMHETa MOXHO CaMOCTOATENIbHO HaCTpaunBaTb NOJIUTUKN U NpaBuia
3alnTbl CBOUX pecypcoB
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BHEOPEHUE -
TEXHOJOI'NI:
KWBEPBE3OINACHOCTb

Paspen oeMoHCTpMpyeT NPoayKTOBbIE KaTEropun, KOTOPbIE OTHOCSTCS K TEXHONOrnmn nHdopmaum-
OHHoW 6e3onacHocTn. B cuny cneundurkmn nccnegoBanus, B 4actn Kb pokyc ckoHLeHTpupoBaH

Ha BepTukanax Software n IT-Services B UT-pbiHKe, NOCKONbKY JaHHble BEPTUKANM COCTaBNAOT
OonbLUy YacTb pbiHKa kKnbepbesonacHocTn B Poccum ¢ ToUkM 3peHns obbema. AnnapaTHas 4acTb
peweHni B chepe knbepbesonacHOCTM He HaxoguTcs B GOKYCe HaLLEero UCCreaoBaHNs, NOCKOSbKY
COCTOUT M3 y3KOCNeunann3mpoBaHHbIX NPOAYKTOB, B TOM YNCIE aHaNoroBblX peLeHnin, 1 He Bcerga
cBsa3aHHbIx ¢ digital-npogykTamu. Mo aHanormum c obnakom, npoaykTol B cdepe Kb MoXHO pasgennTb
Ha LUMPOKO pacnpocTpaHeHHbIe, B TOM Yncne, HeobxoguMmble Ons COOTBETCTBMA TpeboBaHsaM
3aKoHOOAaTEeNbCTBAa, M Ha y3Kocneuannu3npoBaHHble, BOCTpeboBaHHbIE KOMMaHUAMMN A5 peLleHNs
3afay NOBbLILEHHOW CNOXHOCTW.

[ns oueHKM cpeam NonyvYeHHbIX cybkaTeropumii Tex NpPoayKTOB, KOTOPblE UMEHT NMOBbILLIEHHbIN
noTeHuMan pocTa, BBEAEH NOAX04, MONy4YMBLUMI Ha3BaHWe «PopMyna noTeHumana pocTa
cybkaTteropuin». [laHHas popMyna npeacTasnsieT cobon conocTaBneHne: C 0QHON CTOPOHbI Napa-
MEeTpa «BHEOPUNN, C APYro CTOPOHbI CyMMbl MapaMeTPOB «TECTUPYEM» U «MfaHMpyems. B otnn-
YK OT NapaMeTpa «He UCMOoSb3yeM», AaHHbIE 3HAa4YEHUS MONOXMUTENbHO XapaKTepU3yIoT NiaHbl
PECNOHOEHTOB, YTO MOXHO UHTEPMNPETNPOBATL, Kak BEPOATHbIN NEPEXOA, B CTaTyC «BHEOPENN»

B bnunxaniuen nepcnekTmBee.

BrHegpunnn < Tectupyem @+ [lnanHvpyem = ecTb noteHuuan

BHegpunn > Tectupyem @+ [lnanvpyem = noteHuuan mcyepraH

Mo 3TM gaHHbIM, Hanbonee NepcneKkTUBHOM ABNSAOTCA NpoaykToBas cybkaTeropusa CpeacTsa 3alnThl
nHdpacTpykTypbl (5 NnepcnekTUBHbIX TexHonorun n3 10). Bbicoknii noTeHuman aanbHENLWEro passuTms
OaHHbIX HanpaBneHnin obycnaenMBaeTCs OOHOBPEMEHHO U TEXHONOMMYECKMMN TpeHaamMu (Murpaumns

B obnaka, Mmukpocepeuchl, remote / hybrid work, nepexop oT TpaguLMOHHOM NEPUMETPOBON MOLENM

K mopenu Zero Trust), U a3KOHOMUYECKUMU hakTopamm (POCT yObITKOB OT UHUNOEHTOB, CTpaxoBaHue
Knbeppuckos, HexBaTka KB-cneuyanuctos). [JononHUTENbHbIE YIPO3bl HECET HE TOMbKO 0bLee
NoBbILLEHME YMcna Knbepyrpos, Ho 1 Takme haKTopbl, Kak yCKopeHne pa3paboTku 1 NocTaBKU Npor-
pPaMMHBbIX MPOOYKTOB, Y>XECTOHEHME PerynaTopHbIX TpeboBaHum, obuasa TpaHchopmauma NT-naHwad-
Ta. B 3TUX ycnoBusiX MHBECTULUM B NepenoBble CPeacTBa 3aLUTbl MPUNOXEHUN N MHDPACTPYKTYPb
CTaHOBSITCH K/HOYEBbIM ApaliBepOM CHIKEHMS KubeppurckoB n obecneveHns HenpepbiBHOCTU brudHeca.

BHeppeHue TexHonoruin. Kubepb6esonacHocTb
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CpepncTtBa 3aWwuTbl MHPPACTPYKTYPbI

@ Bueppuiu - @ Tectupyem @ Mnavvpyem He ucnonbayem

BupTyanbHble YacTHble ceTu (VPN)

68% 7% 10% 14%
MexceTeBble a3kpaHbl (NGFW)
67% 8% 10% 15%
CpepncTBa 3awmTbl oT DDoS-aTtak (Anti-DDoS)
50% 12% 17% 22%
3awuta Beb-npunoxerunin (WAF)
43% 13% 12% 31%
CpencTsa 06Hapy>ceHVsa 1 npepynpexaeHns sTopxkeHui (IDS / IPS)
A% 18% 18% 23%
* CpepcTta ynpasneHus cobbituamu Kb (SIEM)
33% 16% 20% 31%
* CycTeMbl NpoTUBOAENCTBUS MoweHHnYecTsy (Anti-fraud)
28% 13% 17% 42%
* MOHWUTOPWHT 1 3awwuTa oT undposbix puckos (DRP)
28% 12% 19% 42%
* ABTOMaTM3auus pearvpoBaHus Ha Kb-nHumpeHTsl (IRP / SOAR)
24% 12% 20% 44%
* Mnatdhopmbl cozpaHns NoxHbIx Lenei (DDP)
22% 12% 16% 50%

PelweHunsa B chepe nHbopmMalmoHHoM 6e30nacHOCTU ABMAKTCA CEFMEHTOM C HanbonbLIMM BloayKeToM
cpeou aHann3MpyeMmblx TEXHOMOMMin. BaxHO NogYepKHYTb, YTO 3TO CBSA3aHO He NPOCTO C GopMasbHbIM
CooTBETCTBMEM TpeboBaHMAM 3aKOHOOATENLCTBA, a C peasibHOM Yrpo30i 3alMLweHHOCTN nHdpa-
CTPYKTYypbl (Cpeau kpynHenwero busHeca 6onee 60% 13 oNpPOoLLEHHBIX KOMAAHWIA CTaNKMBannch

c DDoS-atakaMu B TedeHue rona). Takxe ans yCuneHus 3almTbl OT BHELLHWX YIPO3 KOMMaHUW oTMe-
TUnn Yactoe BHegpeHue VPN cepBrcoB koprnopaTuBHoro knacca. Mexceteble akpaHbl (NGFW)
NPOoOOMKAT OTMEYaTbCH KOMMNaHUSMU Kak oaMH U3 Hanbonee 4acTbiX NPOOYKTOB Ha pPbIHKe
(napameTp BHeapeHUst oTMeTUIN 67%). 3aKOHOMEPHO, YTO BBICOKUI CNPOC Ha MOAENb NOCTAaBKU
nporpamMMHo-annapaTHbIX KOMMEKCOB B 6bonbLuel cTeneHn 3aduUKCNpoBan KOMMNaHUmM KPYRHOMo

M KpynHenwero busHeca.

Ba3oBol NpaKTNKOI B XONANHIOBbIX KOMMaHUAX SIBNSETCA Hannyne cobcTBeHHoN koMaHgpl no Kb
(oTmMeTunnmM 76% onpoLlleHHbIX NpeacTaBUTenen KpynHenwero busHeca), ogHaKko HaliM 3KCnepTos.,
B TOM 4umcrie no 3awmTte 6a3o0Boi MHPPACTPYKTYpPbl NPEONPUATHUS, BCE ELLE OCTAeTCA 3HAaYMMON
npo6bnemolii (oTMeTnnn 43% onpoLUeHHbIX). YTo MOXeT ABNATLCA OQHOM U3 NPUYMH BbICOKOW 00NN
NNaHUPYOLWNX, HO HE BHEOPMBLUNX PELUEHUS MO MHOMMM U3 NMPOOYKTOBbLIX CyOKaTeropui.

* — BbICOKMI noreHuman
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CpepcTtBa 3aWmUTbl BAaHHbIX

@ Bueppuiu - @ Tectupyem @ Mnavvpyem He ucnonbayem

LLndpoBaHme gaHHbIX
54% 13% N% 22%

MeHnepyepbl ceptudmkatos (SSL, TLS, etc)

54% 1% 1% 24%
CpepncTBa 3awmThl 6a3 gaHHbix (Database Security)
42% 13% 12% 32%
CuvicTembl ynpasrneHus kntodesbiMu HocuTensamu (PKI)
38% 1% 14% 37%
CepBucbl ynpaBneHus kpuntorpaduyeckumm knrovamm (KMS)
38% 1% 14% 37%
DLP-cucTemsl (Data Loss Prevention)
34% 13% 18% 34%

3awuTa AaHHbIX OT BHELUHUX U BHYTPEHHMX YrPo3 ABNaeTca pyHOamMeHTanbHbIM aTpubyToM geaTesb-
HocTu Ntoboi kopnopaunn. KpynHeinlmne aKoCUCTEMHbIE POCCUICKUE OpraHn3aLnn, a TakyKe opraHbi
rocyfnapCTBEHHOM BNacTu PerynspHO NoABEPraloTCA COOTBETCTBYIOLMM PUCKAM, YTO HECET HE TOJbKO
Yrpo3y A1 BHYTPEHHMX OMNepaunoHHbIX MPOLLECCOB, HO U aKLMOHEPHbIE, U PeNnyTaunoHHbIE MOTEPW.
LWndpoBaHMe gaHHbIX 0TMeYanocb pecnoHaeHTaMu Kak Hanbornee pacnpocTpaHeHHbI UHCTPYMEHT
no paboTe c AaHHbIMK, HapsaAy ¢ cepTuduKaumnen, ynpasneHmem npaBaMmm gocTyna u gpyrumMm
NHCTPYMEHTaMu pearnpoBaHus Ha BHELWHWE yrpo3bl. OToenbHO MHOMMe PeCnoHOEHTbI NOACBEYMBAIOT
DLP B kayecTBe NnaHMpyeMoro A1 BHELPEHUS Krlacca peLleHnii, KOTopbI B 6ombLuel cTeneHn
BOCTPeboBaH KpyrnHbIMM KOMMaHUAMMN.

CpepcTtBa 3awmnTbl NONIb30BaTENIEN N KOHEYHbIX TOYEK

@ Bueppuiu @ Tectupyem @ Mnavvpyem He vcnonbayem

AHTMBMpYyCcHoe MO (EPP)
94% 2 2H

YnpasneHue y4€THbIMM 3anucsamu u goctynom (IAM /1GA / SSO / 2FA)
68% 9% 10% 13%

YnpasneHue gocTtynom k pecypcam (Resource Access Manager)
58% 12% 1% 19%

AHTUBMpPYCcHOe N0 nmeeT camblil BbICOKMIA NPOLIEHT BHEAPEHWS U3 BCEX pacCMaTpUBaeMbIX NPOOYyKTOB
KB - 949%, 4To roBOpPUT O BbICOKOM YPOBHE MHHOPMUPOBAHHOCTM O NOTEHLUMANbHbIX KNBEepyrpo3ax.
JaHHbI knacc pelweHuii ctan commodity Ha poccuiickom pbiHKe. Mo Mepe HapacTaHWs CHOXHOCTU

1 KonuyecTBa kKnbepaTak, Nofb3oBaTeNy pearnpyroT Ha AaHHbIE PUCKM yBennyYeHemM noTpebneHns
NPOAYKTOB, CBA3AHHBIX C yNpaBieHNeM AoCTynamu.
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Ycnyrun B cdepe Kb

@ Bueppuiu - @ Tectupyem @ Mnavvpyem He ucnonbayem

Ayount KB
49% 12% 17% 22%

KoHcanTtuHr KB

38% 12% 17% 32%
DuwmrHr, 0byyeHne Kb
36% 15% 20% 29%
Arttectauma Obnaka no 152-$3
35% 9% 13% 44%
* LleHTp MoHuTopuHra KB (SOC)
31% 18% 17% 34%
* TecTupoBaHwve Ha NpoHuKHoBeHue (Pentest)
31% 14% 17% 37%
3aumTta o6bexkTos KU
30% 12% 12% 46%
PaccnepoBanue knbepuHumpeHTos (Forensics)
28% 15% 14% 44%
* Cumynsaumsa atak (White hacking)
22% 14% 19% 46%

B o6beme pbiHka knbepbezonacHocTn B Poccun BepTukanu Software n IT-Services coBokynHO 3aHU-
MatoT nopsigka 80%. Beptukans IT-Services pacTteT ¢ Temnom rogoBoro npupocta bonee 30%. 3tun
3HaYeHUsI KOPPENUPYIOT C AaHHBIMW OXMOAHNN 06beMOB NOTPeONEHNSI COOTBETCTBYOLLMX PELLEHWNI
KB B BblbOpKe paHHoro nccnepoBaHus. Yenyru B chepe knbepbesonacHoCcT He MeEHee pas3BUThI, HeEM
nporpamMmmMHoe obecneyeHne, 4To CBA3aHO C PSAOM GaKTOPOB: CIIOXHOCTY C MOVUCKOM CNeunanncTos,
DednumT BHyTPEHHEN 3KCNePTU3bl M BbICOKAast CTOMMOCTb CO3aHMs COOCTBEHHON dyHKLUNM Knbep-
6e3onacHoOCTU B KOMMNaHUW.

AbBcontoTHbIM NMAaepoM no gone notpebneHus yenyr senaetca AyamT KB, 4to B Tom uncne obycnosneHo
HOPMaTMBHbIMU TPEBOBAHUSMN U PACMOPSKEHUSIMU CO CTOPOHbI aKLMOHEPOB KoMNaHWi. MNpumeHss
paHee chopMynMPOBaHHbIV NOAXOA K BblAENEHNI0 NPOAYKTOBbLIX CybKaTeropmii o 3Ha4MmMblMu KaTe-
ropusamu (Cymma OTBETOB MO NapamMeTpam «TECTUPYEM» U «MNTaHNPyeM» COMOoCcTaBUMa CO 3HaYeHMEM
Mo napameTpy «BHEOPWUIIN»), MOXHO OTMETUTb B HYacTu IT-Services cnepytowme kateropum: PuLnHr,
Ob6yu4eHue KB, LUeHTp moHuTopumHra Kb (SOC), a Takxe Pentest n White hacking.

* — BbICOKMI noreHuman
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| BAKJTHOYEHUE




I e O6nayHble TEXHONOrU, Knbepbe3onacHOCTb Y UCKYCCTBEHHbI MHTENIEKT HE NMPOCTO
pa3BuBaloTCA NapannebHo — OHM GOPMUPYIOT TECHO B3aUMOCBA3aHHYIO 3KOCUCTEMY, rae
ycrnex OfiHOro HanpaB/eHUsa B 3HAYUTENbHOWN CTENEHN 3aBUCUT OT 3penocTu apyrux. Takomn
CUHEepPreTUYeckuii pocT ABMAETCA OCHOBOW A9 obecnedyeHns KOHKYPEHTOCNOCOBHOCTY KakK
OTOENbHbBIX KOPMOPATMBHbBIX 3aKa34MKOB, TaK Y HALMOHaIbHOM 3KOHOMUKM B LIENOM.

ObnayHble TexHONoOru, NPeXkae Bcero cermeHTol laaS n PaaS, octatotcs Hanbonee
OVHaMWYHO pa3BuBatoLeics YacTbto MT-pbiHka Poccun. CornacHo Hawum nocnegHum
oueHKaM, obnaka y>ke CoCTaBnsitoT 0Kono 7,7% obuiero obvema NT-pbiHKa 1 AEMOHCTPU-
PYIOT cpegHerogoBble Temnbl npupocTa cBbiwe 30% 3a nepuop 2021-2024 ropos. Ona
3HaYUTENbBHOMO Y1Ca KoMNaHui BUpTyanbHble LIO[Abl 1 BUpTyanbHble YacTHble obnaka
dakTmyeckn ctann MHPPacTpyKTypHbIM cTaHaapToMm — commodity-npogykTtom. Mpn aTom
PbIHOK EMOHCTPUPYET YCTONYMBbLIA MHTEPEC HE TOMBbKO K NYONNYHbIM, HO 1 K YacTHbIM

N TMBPUAHBIM CLLEHapPWaM, YTO OTBEYaAET pPacTyLleMy 3arnpocy Ha ynpaBniseMoCTb, KacTo-
MM3aumto 1 cHuxeHne puckos vendor lock-in. KpynHenwme knmeHTbl dopMunpytoT cnpoc
Ha MynbTMObnaYHble MOLENM 1 aKTMBHO TECTUPYIOT NOAXOAbl, COYETAIOLME Pa3HbIX
npoBangepoB Of1s peLleHns 3aga4 0TKa3oycTon4mMBocTy 1 auddepeHumnauum cepemncos.

KnbepbesonacHOCTb B CBOKO 04epefb CTAHOBUTCA HEOTbEMIEMbIM 3/IEMEHTOM BCEX
cTpaternin unodposusaummn. OcobeHHO BbICOKMI YPOBEHb BOBIEYEHHOCTU XapaKTepPeH

ona VT, 0obblum nonesHblx MCKonaeMblx U HayKu, roe PUCKU Knbepyrpos 1 perynatopHoe
OaBfieHne 06bEKTMBHO BbilLE. ITO onpenenseT HeobXoaUMOCTb UHTErpaL M pPeLleHnin

no KB y>e Ha aTane NpoeKTMpoBaHMA apxXMTEKTYPbl MHOPACTPYKTYpPbl, a Takxe dopMupyeT
3Ha4uTEeNbHbIE MEPCMNEKTMBbI 419 Pa3BUTKSA CepPBUCOB yrnpaBnsemMoin 6eszonacHocTu

1 cneunanmManpoBaHHbIX NNaTdOpPM MOHUTOPUHIA U pearmpoBaHus.

PbiHok NN B Poccuu noka HaxoguTcsa Ha bonee paHHel ctagun GpopMnupoBaHns
YCTONYMBBIX KOPNOPaTUBHbIX MPaKTUK. BUOHbI CpaBHUTENbHO CKPOMHbIE NoKa3aTenu
BHEOPEHUSA MHPPACTPYKTYP A5 BbICOKOMPOU3BOANUTENbHBIX BbldmcieHuii (GPU VM

n HPC) — cnpoc Ha 3T pecypcbl B OCHOBHOM 06ecneyBatoT KOMMNaHuM C CUNbHbIMY
cobcTBeHHbIMU KoMaHgamu Data Science, 0oOns KOTOPbIX COCTABMAAET NMLb TPETb PbIHKA.

Ecnun paccmTpuBaTb TEXHOMOMMU C NPOOYKTOBOM TOYYKUN 3PEHMS, TO B KQYECTBE
obnapatoweli HaMbonbLUMMN BO3MOXKHOCTAMU pa3BuTUA BbiaenaeTca M. PelweHna B aToin
obnacTtu obnapaloT BbICOKOIM NEPCNEKTMBONM OanbHENLLEro pa3BuTusa ais bonblUMHCTBA
cybkaTeropuin (no 29 13 30 cybkaTeropmn cymma napameTpoB «TECTUPYEM» N «MaHW-
pyems borbLle NapamMeTpa «BHeOPUIn», YTo cocTaBnseT 97%). Mo oTBeTaM pecrnoHOeHTOB
obnayHble TEXHONOrMM UMetoT BoNbLIMIA NPOLLEHT BHEOPEHWUIA, HO, MPU 3TOM, MEHbLLEE
Konu4ecTBo cybkaTeropuin co 3Ha4YMMbIM NOTeHUManom pocTta (28 ns 67 cybkateropuis,
yTO cocTaBnseT 42%). HaumeHblune pe3epBbl Mo BblAeNEHHbIM CybKaTeropusam rnokasana
TexHonorusa kubepbesonacHocTu (Tonbko 8 n3 28 cybkaTeropuini MeroT BbICOKUI
PbIHOYHbIV NOTEHLMaN, 4YTo cocTaBnaeT 29%). MNonyyeHHasa aHanUTUKa no JaHHOM
TEXHOMOMMY MOXET ObITb CBAI3aHa C BbICOKOW aKTyaslbHOCTbIO PUCKOB KMbepbesonacHoCTu
019 POCCUNCKNX KOMMaHWIA, U, KaK CNeACTBUE, CYLLECTBEHHAsA YacTb KOMMaHUM
onepaTUBHO OTpearnpoBana Ha AaHHbIA TUM pUcka, BHEAPVB KITOYEBbIE NPOOYKTbI
NHdpOopMaLMOHHOM be3onacHoCTL.

OcHoBbIBasiCb Ha KOMMIEMEHTaPHOWN MPOAYKTOBOW aHaNNTUKE NPenioXeHs, B YaCTHOCTH,
B 06N1ayHbIX TEXHOMOrUsIX, HE0HXOAUMO OTMETUTD, YTO MO NOJAaBNAAOLEMY BONbLUMHCTBY
NPOOYKTOBbIX CyOKaTEropuii y 0Te4eCTBEHHbIX NMPOBaliAepoB eCTb CHOPMUPOBAHHbIN
noptdenb pewweHnin cobcTBeHHON pa3paboTku nnu popaboTaHHbIN Open source.
MNpencTaBnseTcs, YTo TEKYLLErO PbIHOYHOMO NPEnIoXeHMs No BceM 3 uccnegyembim
TEXHONOrMAM, [OCTATOYHO AN YAOBNETBOPEHMS HE TONbKO 6a30BbIX TEXHONOMMYECKMX
noTpebHocTen, HO 1 A 3KCNePUMEHTaNbHOM M NHHOBALMOHHOM OeATENbHOCTU KOMMaHUN.

« Nropb 3apyburHckuin
¢ VcnonHutenbHbln anpektop MWS, CEO MWS Cloud
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KIMKOYEBbIE TEPMWHDbI

MYBJIMYHOE OBJ1AKO

Mopenb 06nayHbIX Bbl4MCNEHWI, B KOTOpOo UT-uHdpacTpykTypa (cepBepbl, XpaHUnu1LLa AaHHbIX, CETH)
NPUHAANEXMUT CTOPOHHEMY NMOCTAaBLUMKY 1 YNPaBASETCS UM, a PecypcCbl NPenocTaBnsaoTCs Yepes
nHTepHeT. Nonb3oBaTenu (KOMNaHWM UK YacTHbIE NLLA) COBMECTHO UCMOSb3YHOT 3Ty

MHPpPacCTpPyKTypy.

HACTHOE OBJIAKO

Obna4vHasa MHbpPacCTPyKTypa, pasBepHyTas U MCNONb3yeMas UCKIIOYNTESIbHO OQHOW OpraHn3aumnen.
OHa MoXeT PpU3NYECKN HaxoanTbCA B COBCTBEHHOM AaTa-LeHTpe KoMnaHum (on-premise) unm

y CTOPOHHEro nposaliaepa, Ho NpK 3TOM BCE PECYPCbI NOIHOCTLIO U30NNPOBaHbl 1 NPeAHa3HaYeHbl
TOMbKO [OJ19 OAHOIO K/IMEHTa.

MBPUOHOE OBJIAKO

I/IT-cpe,l:l,a, KOTOpasd O6'be,D,I/IHF|eT YacTHoe obnako c OOHNM NN HECKOJTbKMUA I'Iy6ﬂ|/|‘-IHbIMI/I obnakamu.

ON-PREMISE

Mopenb, npu koTopol UT-nHdbpacTpykTypa (cepBepbl, NporpaMmMHoe obecrneyeHue, ceti)
pa3BepTbiBAETCA U yNpaBnseTcs HEMOCPeCTBEHHO Ha TEPPUTOPUN KOMMaHUK, B €€ COBCTBEHHOM
OaTa-LeHTpe.

MULTICLOUD

CtpaTterus ncnonb3oBaHWA yCryr OT ABYX 1 bonee npoBanigepoB NybnmyHbix 061akoB OQHOBPEMEHHO.

3akntoveHue. KnioyesBble TEPMUHbBI
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MPOOYKTbl MTC WEB SERVICES

MWS CONTAINER PLATFORM

HapéxHasa nnatgpopma gnsa paspaboTku n akcnnyaTaumm KOHTENHEPHbIX NPUITOXKEHUA.
MomoraeT 6bicTpee BHeOPATb MIHHOBaLU KX, NPOBOAUTL L poByIo TpaHchopMauuio
n 3anyckaTtb UT-npoayKTbl

(o) O, (o)
Ha 40% Ha /0% Ha 80%
CHWXKaeT Harpysky YCKOPSIET BbIMYCK HOBbIX aBTOMaTU3npyeT
Ha UT-komaHabl NPUNOXeHWI 1 ynpoLuaeT PYy4YHble onepauumn

nx aKcnnyatauuto

Al CLOUD

MNHdpacTpykTypa 1 cepBucbl gnsa BHegpeHusa TexHonorun N B busnHec. MN-obnako
3¢pdekTNBHO yckopseT umdpoByio TpaHchopMaLUo U ONTUMNU3UPYET B3HEC-NPOLECCHI

% 20-45% 60%

Ha 20% — (o] Ha (o]

pacTéT Npubbinb 3a cHET noBbILLIEeHNEe MeHbLLE BPeMeHN Ha 06paboTky
bonee TOYHbIX CTPaTErn4ecKmnx NPON3BOANTENBHOCTM OTAENa 0ob6palLeHNit KNMEHTOB

pelueHuii bnaropaps pa3paboTku Npu NCNobL30BaHUK

ncnonb3osanuio A c1CTeM reHepaLumn Koga

npuv aHannse gaHHbIX

BUPTYAJIbHAA NHPPACTPYKTYPA C GPU

loToBas macwTtabupyemas BUpTyanbHasa MHppacTpyKTypa Ans pa3meLleHns

n6bIX MHPOPMALMOHHbIX CUCTEM KJIMEHTA, pa3paboTku n TectupoBaHua MO, a Takxe
obnayHble cepBepbl Ha 6a3e NVIDIA pnsa yckopeHUsi BbICOKOHArpy>XeHHbIX BbIYUCITEHUI
¥ MaLUMHHOro oby4yeHunsa

(o)

25 15 30%

MVHYT Ha pa3BepTbiBaHue 15 30H COKpaLleHne pacxodos
nHbPacTPyKTypbl AOCTYMHOCTN Ha UT-nHdpacTpykTypy

MpopykTbl MTS Web Services
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ABTOpbI

Hwnkonan LyHseB
KapuHa babankuHa
MonwnHa Jin
AnekcaHap PeleTHSAK
lanvHa Manpgapxm
CseTnaHa JlapuHa

MW
S

MTC Web Services (MWS)

ObnayHble cepBuUckl 1 NpoaykTbl Enterprise-ypoBHs gns U-akcnepumeHToB 1 LndpoBoi
TpaHchopMaumm brusHeca. KomnaHma npegnaraeT nepenoBble TEXHONOMMK, rMyBoKyo 3KCnepTuay,
KOMMIEKCHYIO NOAOEPXKKY U HAOEXHYI0 MHPPACTPYKTYpPY ANs AOCTUXEHMS 3aKa34MKaMM HOBbIX BbICOT.
Cpeou pelweHnin MWS: cepBuUCbl MO BbIYMCIIEHUIO U XPaHEHUIO, MHbpacTPyKTypa ans obyyeHus Al-

n ML-mopenei, 6a3bl faHHbIX, BU3HEC-MPUNOXKEHUS, CETEBbLIE CEPBUCHI U PELLEHUS AN pa3paboTynkos

MWS Intelligence Team

KomaHpa oTBeyvaeT 3a NMOEPCTBO B aHANUTUKE U UCCreqoBaHnax Ha obnavyHom pbiHke Poccun.
Mbl arpervpyem nydiune rnobasnbHble U POCCUINCKME NPaKTUKM B 06nacTu 061aKkoB, UCKYCCTBEHHOMo
VHTEeNNeKTa, knbepbesonacHoCTU N MHGOPMALNOHHBIX TEXHOMOMMIA B LIENOM



