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Tenepb y HAC NOABNAETCH OpKecTpaTop

Control Plane

Worker

[ONOMHUTENBHbBIN COW CBEPXY, KOTOPbLIN
3aHMMaeTCca opKecTpauven (ynpaBneHnem n
aBTOMaTM3auunen) sanycka n paboTbl KOHTENHEPOB

HekoTopble ocobeHHOCTN K8s:

YnpaBneHne nyTem ykasaHus LLENEBOro COCTOSAHNS
LleneBoe cocTtosHme xpaHutca B etcd

Bcé B3anmopgencteue yepes APl-cepsep
PacwmnpsaemocTb u nHterpaumnd yepes API
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Container Storage Interface

OnucbiBaeT 6a30BbI GYHKUMOHAN PaboTbl C XPaHUAULLEM:

CONTAINER «  PasBepTblBaHuE
& STORAGE . PacwunpeHue
INTERFACE e KnOHbl

. CHanwoThbl

. Tononorug
[IpoeKT no BbIHOCY MHPPACTPYKTYPO3aBMCUMOro Koga u3 K8s nytem
CO3[0aH1s 04EPEOHOro cnosa abcTpakumn/TpaHCcnsaumMmn Bbl30OB K XPaHUMMLLY
N pa3paboTke OTBETHOW YacTu Kaxaoro BeHgopa — CSl-gpalisepa. Hanbuwe Ha npumepe vSphere CSI

https://vsphere-csi-driver.sigs.k8s.io/



Cloud Native Storage B VMware

Kubernetes
K8s Pods

MHS& &P redis e ﬁ/g‘m‘éﬂ% csl

cassandra
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VeSA[—¢ CNS Control Plane
.’ et ]

ooy File
interfaces
SPBM (adjustable) Tag based (fixed)

s BB O
Any architecture Eg@

=0
Storage
Class

=0
Storage
Policy

OuHamuyeckoe pa3melleHne PV Ha base
NOJINTUK XPaHEHUS

MNpepocTtaBnsaeT pannosoe n 6novyHoe
YCTPOWCTBO XpaHeHusa aona persistent
volumes

* Block: vSAN, vVols, VMFS
* File: vSAN

AbcTparnpyeTt MHPPaCTPYKTypy OT
pa3paboTynka

EOVHBIA NOgXop[ K YNpaBneHuto JaHHbIMU
ons BM 1 KOHTEMHEPOB



CSl-ppanBep nmeeTt Habop noaaepXxmMBaemMmoro
VHKuunoHana (API-Bbi30BOB)

Supported Supported
vSphere vSphere vSphere vSphere vSphere vSphere CSI vSphere  vSphere vSphere vSphere
Feature Category ) Feature
CSl Driver 7.0u2 7.0u1 7.0 6.7U3 Driver 7.0u2 7.0u 7.0 6.7U3
Releases Releases
o Offline Volume 0,04
i v2.0.0 to
Enhanced Object v2.0.0 to Expansion support Beta b0 X
[ v2.3.
Health in Ul for vSAN ~ GA 1230 (Block Volume only)
Datastores
Encryption support via 0 0.0t
; v2.0.0 to
Dynamic Block PV 2.0.010 VMcrypt (Block GA a0 ) 4
_ .0. v2.3.
support ( Read-Write- GA 20,0 Volume only)
Once Access Mode) o o
Dynamic File PV
Dynamic Virtual support through vSAN v2.0.0 to
Y v2.0.0 to _ . GA X
Volume (WOL) PV GA 7.0 File Services on v2.3.0
support v2.3.0 vSAN Datastores
Topology/Availability b 00t In-tras vSphera v2.1.0 to
v2.0.0 to igrati
Zone support (Block Beta b0 g;ume migration to Heta v2.3.0 X X
v2.3. |
Volume only)

Online Volume

v2.0.0 to ) v2.2.0to
Static PV Provisioning ~ GA Expansion support Beta X X X

v2.3.0
v2.3.0 (Block Volume only)
K8s Multi-node v2.0.0 to ¥FS Filesvstern
GA v v v v Y
Control Plane support v2.3.0 o = = o support Alpha v230
v2.0.0 to Raw Block Volume
WaitForFirstConsumer Beta Alpha v2.3.0

v2.3.0 support



CNS noppnep)xuBaeT BCe OCHOBHbIe
ancTtpunoéyrTuebl K8s

vSphere CSI
Driver

v2.3.0

v2.2.1

v2.2.0

va.1.1

v2.1.0

v2.0.1

v2.0.0

Minimum Kubernetes

Release

Maximum Kubernetes

1.21

1.20

1.20

Release

Deprecated

MNo

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

End of
Life

August
2022

August
2022

August
2022

August
2022

January
2022

January
2022

June 2021

January
2021

CNS nosBonseT paboTtaTb CO BCEMMU
auctpubytnsammn K8s bnarogaps egnHomy API:

VMware Tanzu

RedHat OpenShift
Google Anthos GKE
Docker Enterprise Edition
Rancher

Vanilla
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XpaHeHue faHHbIX B KOHTEUHEpaX

Kubernetes Kubernetes mount —@ attach

C——

Worker VM Worker VM

(L

CD K8s B dpopmate BM nosepx vSphere:
Cospgaetca FCD/IVD guck B vSphere

Hy>XHO NOOKMOYNTL AUCK, KOTOPbIN OyaeT
vSphere VSAN / VMES / NFS / vWOL XPaHWUTb COCTOSIHUE

Tom chopmaTupyeTcsi ¥ MOHTUPYETCS

11l O |l 1l O |ll| me= []|]] O || B Pod/Container




PersistentVolume (PV) -
MEeCTO XpaHEeHMS AaHHbIX

Persistent
Volumes

VMDKs

Kubernetes

%%

@EE

K8s Pods

vSphere

<> VSAN / VMES / NFS

O

O

O

YCTPOMNCTBO, rae XpaHum akTyanbHble JaHHble
YKM3HEHHbIN UMKN He 3aBUCUT OT KOHTENHEPOB

MoxkeT ObITb CO30aH CTaTUYEeCKn Unu
ANHAMUNYECKN

B AMHaMmnyeckom pexxume Bbl HUKOrAa
He co3gaeTe 3TU YCTPOMCTBA BPY4HYIO



PersistentVolumeClaim (PVC) -
3anpoc pecypcoB XpaHUnuuya

® 1. mylesgray@:~ (zsh) Pecypcbl XxpaHeHns 3anpallnBaoTcsa Nofib30BaTENEM:

B®» cat PersistentVolumeClaim. yaml PersistentVolume B Buge ctratn4Horo nytu
(Static Provisioning)

StorageClass (Dynamic Provisioning)




Static Provisioning — py4HOU peXXxum

e 1. mylesgray@:~ (zsh) Ops cospaeT kaxabin FCD/VMDK B py4HOM pexxume

# vmkfstools -¢ 5G kubevols/my-pvvmdk

Ops peructpupyet VMDK kak PV, nponuncbiBas nyTb
Pa3paboTunk HasHa4vaeT PV yepes PVC

rowop e

o 1. mylesgray@:~ (zsh) PaspaboTtuuk co3paeT Pod, koTopbin ncnonbsyet PVC

|

|

|
I—————*—————

# kubectl create —f pv.yaml

Operator
PersistentVVolume Pool
Developer

[ 1. mylesgray@:~ (zsh)

# kubectl create —f pvc.yaml



StorageClass (SC) — cnocob
AVHAMUYEeCKM Ha3Ha4YaTb YCTPONCTBA

Persistent
Volumes

VMDKs

Kubernetes

K8s Pods

vSphere

<> VSAN / VMFS / NFS

Storage
Class

O

O

O

%

==t
Storage
Policy

[JvHammn4eckn co3gaeT TOMa Ha HY)KHOM
YCTPONCTBE

PekomeHayembll cnocob ynpasneHuns PV

[TONHOCTBLIO aBTOMAaTU3MPOBAHHO U He TpebyeT
BOBIEYEHNS NOOEN

[NloposputenbHo HanomunHaeT VMware Storage
Policy (since 2014 rop)



StorageClass (SC)

® 1. mylesgray@:~ (zsh) Iaem HasBaHne
B®» cat StorageClass.yaml

OnucbiBaeMm, ¢ KeM bygeT B3anmMmogencTeme
(provisioner)

[lepepaem napameTpbl




Dynamic Provisioning

@ o e 1. Ops cospaet StorageClass
Qﬂ ------ # kubectl create -f sc.yaml 2. Paspabotuuk Hanpaenset PVC B StorageClass
! 3. Cwuctema aptomatumyeckun co3gaet VMDK n PV
i 4. Cwuctema nogknwo4vaet PV k PVC
Operator !
StorageClass ‘;\ Gold ‘2 \ Silver ‘;\ Bronze
Developer “ o =0

[ ——

o 1. mylesgray@:~ (zsh)

# kubectl create —f pvc.yaml




IOvHamMmunyeckoe pa3melwieHme 6noyHoro PV

®
B» cat StorageClass.yaml

General
Mame

Description

Rule-set 1: VSAN
Placement

Storage Type

Site disaster tolerance

Failures to tolerate

Mumber of disk stripes per object

1. mylesgray@:~ (zsh)

vSAM Default Storage Policy

Storage policy used as default

WSAM
Mone - standard cluster

1 failure - RAID-1 {Mirroring)

or vSAM datastores

Kubernetes -/»S“%‘

cassandra
1 ‘ —
i CSl é ! K8s StorageClass
1
L I
P e i
|
: Cloud Native Storage Control Plane ) G VCSA|
| |
L e e e e . —

I
o]

vSphere é VSAN / VMFS / NFS

o i o - [ O Il




OuHamMmuyeckoe pasmeweHue ¢pannosoro PV

N

Kubernetes

K8s StorageClass

Heobxoaumo, korga MHOro KOHTEMHEPOB [O,0/1)KHbI
MMETb O0CTYrN K OAHUM U TEM X€ OaHHbIM

PeanuayeTtca no ¢annoBbiM, a HE Mo B/I0YHbIM
NPOTOKONaM
(Tak KaK HY>XHO ynpaBngaTb O/10KMpoBKamMun/ooctynamm)

Heobxoanmo nmeTb aHaNnorM4Hoe oUHaMNYECKOMY
pa3BepTbIBAHNE



OuHaMmun4yeckoe pasmewieHue ¢pannosoro PV

N N 1. mylesgray@:~ (zsh) [OnHamunyeckn co3paet dannosyto wapy Ha vSAN
B cat StorageClass.yaml

ACL n RW ykasbiBaloTCA B MOMEHT CO3aaHuns

kind: StorageClass TpeboBaHUsS K XpaHEHUIO Yepes ToT e SPBM,
apiVersion: storage.k8s.io/vl aHanorn4Ho RWO
metadata: [MONHOCTbIO aBTOMATU3NPOBAHHbIN NPOLECC
name: vsan-file yNpaBneHuns lWwapamm
provisioner: csi.vsphere.vmware.com
parameters:
storagepolicyname: VvSAN Default Storage
Policy"
csi.storage.k8s.10/fstype: nfs4




daunosbin pocTyn

Summary Monitor Configure Permissions Datastores Networks
Alarm Definitions Domain: ClusterO1-FS
Scheduled Tasks File Share protocol: NFS 3, NFS 4.1
vSAN Primary IP: 192.168.10.101
Services
Disk Management BKﬂ roHaeTCAd HECKOJIbKUMU KITMUKaMiN N3 VCenter
Fault Domains Warning threshold Hard quota Storage Policy o .
np0CT09 co3gaHue ceTeBou narnku.
800 GB 1000 GB YKasbiBaemMm nmg
S00 68 °00 GB Storage Policy
1000 GB 1200 GB
KBOThI
MeTku

OrpaHun4yeHne No ceTeBoMy A0CTYny
BM

KouteitHepo [NpenoctaBndaet nogknioveHne no NFS

B0e NFS 3
vm |—— [IP address]:/Share02 J L [IP address]:/Share02 — 1OA$
REE NFS 4.1
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vm vSphere Client

environments

Administrate

@VSPHERE.LOCAL

0o w2 B8

v [ 10.198.24.1
+ [fg vSAN-DC
~ [ wSAN-Cluster
[[] 10.198.17.5
[[] 10198176
[] 10.198.17.7
[[] 10.198.17.8
[[] 10.198.23.255
[[] 10.198.24.0
> (& ESX Agents

[ kBs-master01
[ kBs-worker01
[ kBs-worker02
[ kBs-worker03
[ kBs-worker04
[ kBs-worker05

o]

II-I-.:-
b=

1 vSAN-Cluster

sSummary Monitor

-

WM DRS Score
CPU Utilization
Memory Utilization

Metwaork Utilization
Resource Allocation A%

CPU
Mermory
Storage
Utilization
Storage Overview

Security
vSAN w

Skyline Health

Virtual Objects

Physical Disks

Resyncing Objects
Proactive Tests

Capacity

Performance
Ferformance Diagnostics
Support

Data Migration Pre-check
Cloud Mative Storage hd

Container Yolumes

ACTIONS »

Configure

Container providers:

Permissions

Hosts

Kubernetes

Add filter

(] Volume Mame

Can
Ca
Ca

Ca

(]
) | () | () [ (o) o) Cwf | o) Quf | (| Cwl ) (] | Cud
=

E@ pvc-b95dfecf-cfbl-4d..
pvc-345a9263-47d8-4..

pvc-15d6efef-dDa9-44 .

pvc-cd20de07-2344- .

pvc-568294e2-2f40-4..

pvc-f3bdedab-21c2-40..

pvc-a815febe-f295-4d..

pvc-367eddd6-caly-4..

pvc-21866100-2d5e-4...

pvc-2dlab2d0-cO42-4..

pvc-0384508e-15be-4..

pvc-fON9di44-f794-42..

pvc-50f39722-e7b3-4..

VMs Datastores Networks Updates
Type Label
BLOCK componeant (master SEE ALL
BLOCK app postgresgl SEE ALL
FILE app  space-odyssey
BLOCK app | postgresql SEE ALL
BLOCK app cassandra release | cassandra
BLOCK app  concourse-worker release concourse
BLOCK app  mengodb SEE ALL
BLOCK app  mengodb SEE ALL
BLOCK app (gitaly release (gitlab
BLOCK App  concourse-worker releaze | concourse
BLOCK app  prometheus SEE ALL
BLOCK app (minio SEE ALL
BLOCK app (minio SEE ALL

Datastore

=
=
=
=
=
=
=
=
=
=
=
=

=

vsanDatast..

vsanDatast.

vsanDatast.

wsanDatast.

vsanDatast...

vsanDatast.

vsanDatast.

wsanDatast.

vsanDatast...

vsanDatast..

vsanDatast.

wsanDatast.

vsanDatast...

LEARM MORE

Health Status Capacity Quota

@ Accessible B.00GB
& Accessible 8.00 GB
& Healthy 50.00 GB
& Accessible 8.00 GB
@ Accessible 8.00GB
& Accessible  20.00 GB
& Accessible 8.00 GB
& Accessible 8.00GB
& Accessible 50.00GB
& Accessible  20.00 GB
& Accessible B.00 GB
& Accessible  10.00 GB
& Accessible  10.00 GB

1-13 of 13 container volumes



ConocTtaBneHue Kubernetes Volumes
c o6bekTamu vSphere

Container providers: Kubernetes

Add filter
Volume Name Label
pvc-1546ef6f-d0a9-4414-bbe8-4d78d365ckCa
[=] g pvc-b95dfecf-cfbl-4d.. component (M
Basics Kubernetes objects
[=] [ pvc-345a9263-47d8-4.. app postgresq
Type FILE
B [ pvc-1546ef6f-d0a9-44.. app (space-ody
Volume ID file:9602906e-bdéc-464d-a6bc-00816ef91ff2
[=] [ pvc-cd20d607-2344-.. app ‘pestgresq _
Catastore = wsanDatastore
[=] g pvc-568294e2-2f40-4.. app (cassandra B
Storage Policy [5 vSAN Default Storage Policy
[=] g pvc-f3bd64as5-21c2-40.. app (cencourse
Compliance Status & Compliant
1 pvc-aBlsfebc-f295-4d... app odb
E & e Health Status & Healthy

F —r = TAMTT ol A AT A

1



[z OCTO-Cluster

Summary Monitor

Issues and Alarms >

Performance >
Tasks and Events 2
vSphere DRS >

Resource Allocation >

Utilization
Storage Ovenview

Security
vSAN >

Cloud Native Storage v

Contziner Volumes

ACTIONS W
Canflgure Permissicns Haosts WS
Container providers: Kubernetes
Add filter

B Walume Name Type
| B Eg pvcdieaeg3-fa2s-4e3..  FILE
| [5 Eg pvc-3dcged??-foib-4e. BLO
| [=] E§ pvc-36488f67-5176-45. BLO
| [5] Eg pvc-e22a5d57-faBe-4f. ELO

| 1-4 of 4 container volumes

Datastores

pvC-dleae183-fa2b-4e3e-8e94-a04f8cb2d3f0

Mebworks Updates

pve-dleaelBi-fa25-4e2e-8294-304f8ckh2d 30

LEARN MORE

K8s Cluster Name & Type

K8s Namespace

Basics Kubernetes cbjects
Kubernetes cluster: Cormac-Demc  Vanlia Eubernetes
Persistent volume
Mame
Labels
Mamespace default <
Persisient violume claim
Mame fila-pve <«
Labels -
Pod fle-pad-a, fle-pod-b

PVC Name

-
<

Pods using PV

III I}C



Physical Placement 52406c2c-0ac6-4505-b9ac-7a6b1d7ddf15

Group components by host placement

Hosts and Disks

Mame

v [] 10188176
W Disk Group (Local VMware Disk (mpx.vmhba0:CO:T4:L0O))
) Local VMware Disk (mpx.vmhbaO:CO:T1:LO)
v [ 10.198.24.0
W Disk Group (Local VMware Disk (mpx.vmhba0:CO:T4:L0O))
=y Local VMware Disk (mpx.vmhba0:CO:T1:LO)
v [ 10188175
W Disk Group (Local VMware Disk (mpx.vmhbaO:CO:T4:L0O))

) Local VMware Disk (mpx.vmhba(:CO:T2:L0)

State

Healt..

Healt..

Healt..

Healt..

Healt..

Healt--

Healt..

Healt...

Healt..

Virtual Object Components

| m pvc-1546ef6f-d0ag-4414-bée...

Witness

» 52406c2¢

& Active



MoOHUTOPUM eMKOCTb U pecypchbil

vm vSphere Client Menu s arch in all environments ( Administrator@VSPHERE.LOCAL ~

= 9 [ vSAN-Cluster ACTIONS v

(7110.198.24.1 Summary Manitor Configure Permissions Hosts VMs Datastores Networks Updates
VSAN-DC
VSAN-Cluster wallelietesl _
0 10198175 CPU Utilization Usage breakdown before dedup and compression
|:| 10.198.17.6 Memory Utilization
[ 10198177 Network Utilization Usage by categories EXPAND ALL
[] 10:19817.8 Resource Allocation v B VM 200.86 GB (75.62%)
[ 10.198.23.255 cPU VMDK 168.64 GB (83.96%)
[ 10198.24.0 Memory Primary data 99.33 GB
() ESX Agents T Replica usage 69.30 GB
9 k8s-master01 o
- Utilization 2430 GB
p kBs-workerO1 Block container volumes (attached to a VM)
_ Storage Overview (12.1%)
¢ kBs-worker02 arh dats 12.09 GE System usage Total usage
_ S it rimary data 12. I .
p kBs-worker03 ey ; 4 265.62 GB VM objects
l'_‘__‘ KB workerO4 VSAN v Replica usage 12.21 GB
=1 .

ﬁ Kk8s-workeros Skyline Health VM home objects (VM namespace) 7.63 GB (3.8%)

Virtual Objects Swap objects 288.00 MB (0.14%)

Physical Disks [l User objects 1.00 GB (0.38%)

User objects

R i Object
eeyneing Lbjects Improved virtual disks 820.00 MB (79.77%)

i g Other improved virtual disks 820.00 MB

Capacity
File shares 100.00 MB (9.73%)

File container volumes 100.00 MB

Performance

Performance Diagnostics

Support Other (e.q. ISO files) 108.00 MB (10.51%)

Data Migration Pre-check B System usage 63.76 GB (24%)

Cloud Native Storage

Container volumes overview File shares overview
Container Volumes
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